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INOJIOKEHUE
IO OpraHu3aluH ¥ MPOBeIEHHI0 paboT 1o obecneyeHn 0 6e30MaACHOCTH 3aIHUIIaeMO
HH(pOPMaUHH, He colep:KalIeli cBeJeHusl, COCTaB/ISAIOIIHE FOCYJAPCTBEHHYIO Taliny,
npu ee 06paboTke B HHPOPMAHOHHBIX cHeTeMax [IaBHOro ynpasJieHus1
TOCYyAapCTBEHHOr0 CTPOMTE/ILHOrO H TEXHHYECKOro Ha30pa CvosieHcKkoii 06aacTu

1. OGIIHUE MOJIOKEHUS

1.1. Hactosimee Ilonoxenue rmo OpraHu3allMM M TPOBEAEHUIO paboT 110
obecrieyeHNI0 GE30MacCHOCTH 3aIlUIAeMO MHpOpMaLMK, He coaepikallell CBeaeHMUs,
COCTaBIIIOIIME rOCYapCTBEHHYIO TakiHy, npu ee o6paGoTke B UH(POPMAIHOHHBIX
cucreMax I'maBHOro ympaBieHHs TroCyHapcTBEHHOTO CTPOUTEILHOIO U TEXHHYECKOTO
Haszopa CMoONIeHCKOM o6yacTu (nanee — ITonoxenne) pa3paboTaHo B COOTBETCTBHM
DenepanbHbIM 3aKOHOM ot 27 uronst 2006 . Ne 149-®3 «O6 uHpopMmaruy,
MH(pOPMAIIMOHHBIX TEXHONOTHSIX U O 3alllHTe uH(OopMaIn», MDenepanbHbIM 3aKOHOM
ot 27 mronst 2006 . Ne 152-d3  «O [ICPCOHAJIBHBIX  JAHHBIX»,  IIOCTAHOBJICHHUEM
IIpaBurensctsa Poccuiickoit ®eneparuu ot 1 HOsI0pst 2012 1. Ne 1119 «O6 yrBepxkienuu
TpeOOBaHUH K 3alIUTe NMEepPCOHANBHBIX JAHHBIX npyu ux 00paboTKe B MH(OPMALHOHHBIX
CHCTEMaX  NEepCOHANbHBIX JaHHBIX», MOCTaHOBIeHHeM IlpaBuTenbcTBa Poccuiickoii
Genepanun ot 21 mapra 2012 . Ne 211 «O6 YTBEPXK/ICHUH II€PEUHsI Mep, HaIpaBJIeHHbIX
Ha obecrieveHHe BIIOIHEHUs 06s3aHHOCTeiH, npenycMoTpeHHbIX DenepanibHbIM 3aKOHOM
«O nepcoHaNbHBIX JAHHBIX» U [IPUHATBIMA B COOTBETCTBHM C HHM HOPMATHBHBIMU
[IPABOBBIMH  aKTaMH,  OIEPATOPaMH,  SBJISIOLIMMUCS FOCYJIapCTBEHHBIMH  WJIH
MYHUITIATBHEIME OpraHaMmy», npukazoMm DelepanbHOM ciyskGbl 110 TEXHUYECKOMY U
9KCIIOPTHOMY KOHTpoJito OT 11 ¢eBpansa 2013 r. Ne 17 «O6 yTBepxaeHun TpebGosanuii o
3alMTe WH(OOPMALUK, HE COCTaBISIOLICH FOCYIapCTBEHHYIO TaliHy, CcoepiKallieiicsi B
TOCYNapCTBEHHBIX MH(OPMAIMOHHBIX CHCTEMaxy, npukazoM @enepanbHOii CiykObI 110
TEXHUYECKOMY u 9KCIIOPTHOMY KOHTPOJIIO ot 18 despans 2013 . No 21
«O6 yrBepxxnenun CocTaBa u COACPYKaHUs OPraHU3ALMOHHBIX U TEXHHYECKUX MEp I10
o0ecreueHnr0  6e30macHOCTH [ICPCOHANIBHBIX ~ TAHHBIX NpH HUX o00paboTke B
MH(OPMALMOHHBIX CHCTEMAX MePCOHATHHBIX J@HHBIX.

1.2. llens  paspabotku Hacrosimero IlonoskeHus - YCTaHOBJICHHE IOpsijIKa
OPrafu3alik ¥ TpOBENCHHUS paboT 10 06ecreyeHnto Oe30MacHOCTH 3allMIIae MOt
MHQOpMAIMK, He coiepKalieii CBE/ICHHSA, COCTABJAIOINE TOCYApCTBEHHYIO TaifHy
(manee - s3ammniaemas MH(OPMaNKs), B MHPOPMALMOHHBIX CHCTEMAX (naee - MC)
['naBHOTrO ympasnenus roccrporTexHanzopa CMosleHCKOM 061acTH (manee — I'naBHOe
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yIpaBJieHHE) Ha Bcex cTaausx (3tamax) coznanus MC, B Xxolie ee AKCIUTyaTallui U BbIBOAA
U3 KCIUTyaTaluu.

1.3. K 3ammmaemoii napopmaru, oopadareiaemoit B IC 'maBHOTO yripaBieHus,
OTHOCHUTCS CJeayrolas nHpopManus:

— MIEpCOHAJIbHBIC  JIaHHbIE, COJepXKalecs B HWH(DOPMAIMOHHBIX CHCTEMax
NEPCOHANBHBIX JaHHBIX [ TaBHOTO ynpaBieHUs;

— uH(opmanus, He cojlep)Kallas CBEIEHUS, COCTaBISIONIUE TOCYIapCTBEHHYIO
TaliHy, cojepXamiascsi B TOCYAapCTBEHHBIX HH(POPMAIMOHHBIX cHUCTeMaxX [JaBHOTO
yIpaBIICHHUS.

2. TEPMHUHBI 1 OIIPEAEJIEHUSA

2.1. B nacrosmem [lonmoKeHMM WCHOJIB3YIOTCS CHEAYIOIIME TEPMHUHBI U HX
ONpEEIICHHUS:

NudopManuoHHasi cuUCTeM - COBOKYIIHOCTh COJEpXaluxcsd B 0a3ax JaHHBIX
uHpopmManuu U oO0ecrneyuBaIIUX €€ 00paboTKy HWH(MOPMAIMOHHBIX TEXHOJOTHH H
TEXHUYECKUX CPEJICTB.

KonpuaenunanbHocts nHpoOpManum - 00s3aTeIbHOE ISl BBITIOJHEHUS JIULIOM,
MOJIyYMBILIUM JOCTYI K OINpeneiIeHHON nHpopMaluu, TpeOOBaHNWE HE NepeaBaTh TaKylo
uH(pOpPMaLIMIO TPETHUM JIHIIaM 0e3 cornacus ee o0aanaTens.

HecaHKIIMOHMPOBAHHBIN AOCTYNl (HECAHKIMOHMPOBAHHbIE AEHCTBHA) - JOCTYII
K MHbOpMaluu WM JEHUCTBUS ¢ MH(pOpMaluel, HapylIarolie MpaBuiia pa3rpaHuueHUs
JOCTyNa C KCIOJIb30BAHUEM ILITATHBIX CPENCTB, NMPEIOCTABISAEMbIX HMH(OPMALMOHHBIMU
CUCTEMaMH.

OO0paboTka undopmannu - AeiicTBus (onepaiun) ¢ HHGOpMaIHel, BKITto4das coop,
3amuch, CUCTEMATU3AIMIO, HAKOIJICHUE, XPaHEeHHE, yTOUHEeHHE (OOHOBJICHHE, U3MEHEHUE),
M3BJICUECHUE, UCIIOJIB30BAaHUE, Nepenavy (pacrnpocTpaHEHue, MPenoCTaBlIeHue, JOCTYM),
0JIOKMpOBaHUE, yJaJIeHUE, YHUUTOKEHNE HH(OpMaLUK.

OmnepaTop - rpakIaHlH WIA IOPUANYECKOE JIULO, OCYUIECTBISIONINE EATEIbHOCTD
0 AKCIUTyaTalui UHPOPMALMOHHON CUCTEMBI, B TOM YHUCIJE MO 00paboTKe MH(POPMALINH,
cozepxkaieiicss B ee 0azax AaHHBIX. B cimydae oOpaOOTKM MEpCOHANBHBIX JAHHBIX O]
OMEepaTopoM  TOHMMAETCS  TOCYJAapCTBEHHBIM  OpraH, MYHULMIAIBHBIA  OpraH,
IOPUAMYECKOE WIM (PU3NYECKOE JIMLO, CAMOCTOSITEIbHO WM COBMECTHO C JPYTHMMH
JUIAMH OPTaHU3YIOLIME U (MJIM) OCYILECTBIIoNIMEe 00pabOTKy NepCOHAIBHBIX IaHHBIX, a
TaK)Ke OIMpeesIonMe Head 00paboTKH MEPCOHANBHBIX JaHHBIX, COCTAaB MEPCOHATBHBIX
JTAaHHBIX, TOMJICKAMMUX  0o0paboTKe, JOeWcTBUA  (Omepamuu), COBEpIIaeMbIe  C
MIEPCOHAIIBHBIMU JTAHHBIMU.

Texnunuyeckue  cpeacrsa  MHPOPMALMOHHON  CHCTEMBI -  CPEACTBa
BBIYMCIIUTENIbHON TEXHUKH, HHPOPMALUOHHO-BBIUUCIUTEIbHBIE KOMIUIEKCH U CETH,
CpelICTBa M CUCTEMBI IIepeiauu, mpruemMa u 00paboTku nHpopMaLKK (CpeCTBA U CUCTEMBI
3BYKO3aIMCH, 3BYKOYCHJICHHMSI, 3ByKOBOCIIPOU3BEACHMS, IEPETOBOPHBIE U TEIIEBU3MOHHbBIE
YCTPOMCTBA, CpEeACTBAa M3rOTOBJICHUS, THPAKUPOBAHUS JOKYMEHTOB U JApYyrue
TEXHUYECKHUE CpeicTBa 00pabOTKH peueBoil, rpaduyueckoi, BUuaeo- 1 OyKkBeHHO-IU(PPOBOI
uH(popmanum), MporpaMMHbIE CpeICTBa (ONEPALMOHHBIE CUCTEMBI, CUCTEMBI YIIPABIEHUS
0a3amMM TaHHBIX U T.I1.), CPEICTBA 3aIUTHl UHOPMAIIUN).
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IlepconajbHble JaHHBIEe - J00as MHPOpPMAIUs, OTHOCSIIAACS K MPSIMO WU
KOCBEHHO ONpEJIEICHHOMY WU ompeaensieMoMy (u3nueckoMy Juiy (CyOBeKTy
MEePCOHAIBHBIX JIAHHBIX ).

[Moab30oBaTesb WHPOPMALNMOHHOW CHCTEMbI - JIMIO, YYacTBYIOIIEEC B
(YHKIMOHUPOBAaHUU HH(POPMAIIMOHHON CHCTEMBbl WM HCIOJB3YIOUIEE pe3ybTaThl ee
(GYHKIMOHUPOBAHUS.

CpencrBa BBIYMCJIUTEIbHOH TEXHMKH - COBOKYNIHOCTh HIPOTPAaMMHBIX U

TEXHUUYECKUX DJIEMEHTOB CUCTEM OOpaOOTKM JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOATEIIBHO WIH B COCTAaBE APYIMX CHCTEM.

Yrpo3sl 6e3omacHOCTH HMH(OPMAIMM - COBOKYNHOCTh YCJIOBUH U (DaKTOPOB,
CO3/IAI0IIMX OINACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHCJE CIy4allHOTO, JAOCTyIa K
uHpOpMallMK, pPe3yIbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKCHHE, W3MEHEHHE,
OJIOKMpOBaHME, KOIHUPOBAaHUE, PACHPOCTpaHEHHE UH(POpPMAIMK, a TaKKe HHBIX
HECAaHKIIMOHUPOBAHHBIX JEHCTBUI TP ee 00paboTKe B MHPOPMALIMOHHOMN CHCTEME.

YHuuroxkenue MHPOPMALUM - JECUCTBUSA, B PE3YyJbTAaT€ KOTOPBIX CTAHOBUTCS
HEBO3MOKHBIM BOCCTAaHOBUTH Co/iepkaHue MH(pOpMaIMu B HH(POPMALMOHHON CHCTEME U
(unn) B pe3ysbTaTe KOTOPBIX YHUUTOXKAKOTCS MaTepUallbHbIe HOCUTENN HH(OPMAaLIUU.

YpoBeHb 3alIMIIEHHOCTH NMEPCOHAJIBHBIX JAHHBIX - KOMIUIEKCHBIN ITOKa3aTellb,
XapaKkTepU3yloIuid TpeOOBaHUs, UCIOJIHEHHE KOTOPBIX 0O0ECIeYMBAET HEHTpaIu3aluio
OTIpE/ICNICHHBIX YIpo3 O€30MacCHOCTH MEPCOHAJBHBIX JAaHHBIX HpU HUX 00paboTke B
MH(GOPMALIMOHHBIX CUCTEMaX MEPCOHAIbHBIX JaHHBIX.

HenocTtHocTh MHGOPMALMH - CIIOCOOHOCTh CPEJCTBA BBIYMCIUTEIBHON TEXHUKU
WM UH()OPMALIMOHHOW CUCTEMBI 00ECHeYnBaTh HEM3MEHHOCTh MH(POPMAIIUU B YCIOBHSIX
CIIy4ailHOro u (Wjin) NpeJHaMepPEHHOr0 UCKaxeHus (pa3pylieHus).

3. HOPAAOK OPI'AHU3ALNWU U TPOBEJEHUA PABOT 11O
OBECIIHEYEHUIO BE3OITACHOCTHU UH®OPMAILINHU

3.1. Ilox opranuzanueit oOecrieyeHuss O€30MACHOCTH 3allMIAeMOil MHGOpPMAIIH
npu ee obpadbotke B MC mnoHumaercs GpopMUpoOBaHUE U peaju3aiusi COBOKYIMHOCTH
COTJIACOBAHHBIX MO LENH, 33Ja4aM, MECTYy U BPEMEHH OPraHU3allMOHHBIX U TEXHUYECKUX
MEpPOIPUATHI, HANpPaBJIEHHBIX HAa MHUHMMM3AIMIO yiiepOa OT BO3MOXKHOW peanu3aluu
yrpo3 0e30macHOCTH 3alluiaeMoil MH(OpMalKU, pealnu3yeMbIX B paMKax co3JaBaeMoin
cucTeMsbl 3amuThl nHopmaruu (panee - C31).

3.2. C3U BxmrouaeT B ceOsi OpraHW3alMOHHBIE W (WIM) TEXHUYECKHUE MEpHI,
OTIpe/ieNIeHHbIE C YYETOM aKTyaJIbHbIX YIpo3 0€30MacHOCTH 3alluIaeMoN MH(OopMaluu,
YPOBHS 3alIUIIIEHHOCTH MEPCOHANBHBIX HaHHBIX (manee - I1/{H), KOTOPHIM HEOOXOAMMO
o0ecneunTh, Kiacca 3allMIIEHHOCTH TOCYIapCTBEHHOW WH(HOPMAIMOHHONW CHUCTEMBI
(manee - 'MIC) u nadOpMaAIIMOHHBIX TEXHOJOTHM, UcToJIb3yeMbix B NC.

3.3. besonmacHocTh 3anuinaemMod uHPopMauuu npu ee obpabotke B UC
oOecrieunBaer ['7laBHOe ympaBiieHWE WM JIMIO, OCYILIECTBIsAIOIIEE O00pabOTKy
3amuiiaeMoil uHpopManmuu 1O TOpydeHHIo [JaBHOTO ympaBlieHHsT Ha OCHOBAaHUU
3aKJII0YaEMOro € 3THUM JIMIIOM JI0roBopa (Jajiee - ymojaHOMOYeHHoe jauilo). Jlorosop
Mexay ['JaBHBIM ympaBlieHHEM M YMOJIHOMOYEHHBIM JIMIIOM JOJDKEH IMperycMaTpuBaTh
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OOs3aHHOCTh ~ YIOJHOMOYEHHOTO JIMLa oO0ecreunTh Oe30MacHOCTh  3allUIIaeMOin
uHpopManuu npu ee oopadotke B VC.

3.4. 3amuta wuHpopMainuu, coaepxamieiici B MC, obOecnednBaeTcs myTeM
BbITIOJIHEHU [ TaBHBIM yTipaBiieHHeM TPeOOBAHMM K OpraHU3alMK 3allUThl HHPOPMAIIUH,
conepxkatieiics B UC, u TpeboBaHui K Mepam 3allluThl MHPOpPMALIUU, COJEepKallleics B
ncC.

3.5. 'maBHBIM yIpaBJC€HUEM Ha3HAYaeTCs JIMII0, OTBETCTBEHHOE 3a OpraHU3alluIo
00paboTKM MepCOHANBHBIX JAHHBIX MPU UX 00paboTKe B [ TaBHOM yIpaBliCHUHU.

3.6. Jlna obecnieyeHus: 6€30MacHOCTH 3aluiaeMoil HGOPMAIIMH, COJEpKallencs B
NC, [I'naBHbIM ympaBlieHHWEM Ha3HA4YaeTCsd CTPYKTYpHOE TMOApA3JEICHUE WU
JOJHDKHOCTHOE JHIO (COTPYAHHKH), OTBETCTBEHHOE 3a 3alluTy WH(OpMAaIuH, He
coJieprKallel CBeIeHHUs, COCTaBISIONINE TOCYJapPCTBEHHYIO TailHy, B MH()OPMAIIMOHHBIX
cucteMax [ 'maBHoro ynpasneHus (ganee - OTBETCTBEHHBIN ).

3.7. lna npoBeaeHus paboT no 3amure HHPOPMALMH B XOJ€ CO3/aHUS,
AKCIUTyaTalluy 1 BhIBOJIA U3 dKcrutyaTanuu MC I'naBHBIM ynpaBiieHHEM B COOTBETCTBHUH C
3aKOHOJATEIbCTBOM Poccuiickoit @enepaunu nOpu HEOOXOAUMOCTH MPUBIIEKAIOTCA
OpraHu3alliy, HMMEIOIME JIMLUEH3UI Ha JEATEIbHOCTh I10 TEXHUYECKOM 3alluTe
KOH(QUAeHIMaNbHO uH(poOpMauuu B cOOTBETCTBUM ¢ DelnepalbHbIM  3aKOHOM
oT 4 mas 2011 r. Ne 99-@3 «O nuiieH3upoOBaHUU OT/ICJIBHBIX BUOB JICSITEIBHOCTI.

3.8. Jlns obecnieuenus 3amuThl nHGoOpMaluu, coaepxameics B C, mpumeHstoTcs
CpeICTBa 3alllUThl HMH(OpPMAlMM, TMPOLIEAIINE OIEHKY COOTBETCTBUS B (opme
00s13aTeIbHOM  CepTU(UKAIMM HAa COOTBETCTBUE TPEOOBaHUSAM MO OE30MACHOCTH
uH(pOpMaIMU B COOTBETCTBUM CO cTaThelt 5 denepanbHoro 3akoHa ot 27 nekabps 2002 r.
No 184-dD3 «O TeXHUUECKOM PETYIUPOBAHU.

3.9. 3amura uHdopManuu, coaepxkanieiics B UC, sBasercss COCTaBHOM YacThiO
pabot no coznanuio u 3kcruryarauuu MC u obecieunBaeTcsi Ha BCeX CTaAMsIX (3Tarax) ee
CO3JaHusi, B XOJ€ OKCIUTyaTallud M BbIBOJA W3 OJKCIUIyaTallud MYTEM MPUHATHS
OpraHU3allMOHHBIX W TEXHUYECKUX Mep 3alluThl WH(OpMAIMM, HANpaBIECHHBIX Ha
OyiokupoBaHue (HeWTpanuzaiuio) yrpo3 oOesomnacHoctu uHbopmanuu B MC, B pamkax
C31.

3.10. Opranu3anioHHbIE YW  TEXHUYECKHWE MEpbl  3aluThl  WHGOpMAIIH,
peanuzyemsbie B pamkax C3W, 1omkHbI ObITh HaNIpaBJIeHbl HA UCKIIIOUEHUE:!

— HEMPAaBOMEPHBIX JOCTYIA, KOMUPOBAHHUS, IPEIOCTABICHUS WX PACIIPOCTPAHEHUS
uHpopmaruu (obecriedeHre KoHGUAESHITMATFHOCTH HHPOPMAIINN );

— HETIPAaBOMEPHBIX  YHUUYTOXKECHHSI WiM  MoauduimpoBanus  uHPOpMauu
(obecrnieyeHue 11eI0CTHOCTH UHPOPMALIUN );

— HETPaBOMEPHOTO OJIOKUpoBaHus HHpopMaluu (oOecrneueHrue JAOCTYITHOCTH
uH(popmanun).

3.11. Opranu3alrOHHbIE U TEXHUYECKUE MEPHI 3alUThl HH()OPMAIIMOHHBIX CUCTEM
(umerommx UHTEP(MEUCHl U CEPBUCHI, K KOTOPBIM JOJDKEH OBITh 00ECIeYeH MOCTOSHHBIM
nocTyn U3 MHGOPMAIMOHHO-TEIEKOMMYHHUKAMOHHON ceTn «VIHTepHeT») OT arak,
HalpaBJCHHBIX Ha OTKa3 B OOCIYKMBaHHM (0OecrneueHue JOCTYIMHOCTH), AOJKHBI
IIpEeAyCMaTpUBaTh:

— B3aMMOJICICTBHE C TOCYJapPCTBEHHON CHCTEMOIl OOHapyKeHUs, MPEAYPEKICHUSI
U JUKBUJAIMM TIOCIEACTBUIA KOMIBIOTEPHBIX aTak Ha HWH(POPMAIMOHHBIE PECYpCHI
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Poccuiickoii  @enepauuu (B MOpPSAKE, YCTAaHOBJIEHHOM JIOTOBOPOM HWJIM  HMHBIM
JOKYMEHTOM, Ha OCHOBaHUHU KOTOPOT'0 OCYILIECTBIISIETCS TAKOE B3aUMOJICHCTBHUE);

— B3aUMOJICHICTBUE B aBTOMAaTU3MPOBAHHOM pexuMe c¢ LleHTpoM MoOHUTOpWHra u
YIPAaBIICHUSI CEThIO CBSI3U OOIETO TOJIb30BaHUS B paMKaxX MPOTHBOJCHCTBHUSL aTakam,
HaIpaBJICHHBIM HAa OTKa3 B OOCIYXUBAaHUU (B MOPSIKE, YCTAHOBICHHOM JIOTOBOPOM HIIU
WUHBIM JIOKYMEHTOM, Ha OCHOBAHHUU KOTOPOT'O OCYIIECTBIISIETCA TAKOE B3aUMOJICHCTBHE);

— B3aUMOJICHCTBUE  C NpoBaifiepoM  XOCTUHTa  WIM  OpraHu3alueH,
PEIOCTABISIONIEH YCIYTH CBSI3U (B TMOPSIKE, YCTAHOBJICHHOM JIOTOBOPOM WJIM HHBIM
JIOKYMEHTOM, Ha OCHOBaHMHM KOTOPOTO OCYIIECTBIISIETCS TAKOE B3aUMO/ICHCTBHUE);

— B3aUMOJICHCTBUE  C NpoBaifiepoM  XOCTUHTa  WIM  OpraHu3alueH,
MPEIOCTABIIAIONIEH YCIYTH CBSA3H, [0 COBMECTHOMY OJOKMPOBAHHIO aTakK, HAIPaBICHHBIX
Ha OTKa3 B OOCIy)XMBaHUU, W Pa3TPAHUUYCHHUIO 30H OTBETCTBEHHOCTH IIPU TaKOM
0JIOKMpOBaHUHU (B MOPSJIKE, YCTAHOBJIEHHOM JIOIOBOPOM WJIM HHBIM JOKYMEHTOM, Ha
OCHOBAaHHH KOTOPOTO OCYILECTBIISIETCS TAKOE B3aUMOJEHCTBUE);

— obecrnieueHne AOCTYMHOCTH H3 ceth «l/HTepHeT» uHTEep(PEeiicoB U CEPBHCOB
MH()OPMAIMOHHOW CHUCTEMBI, MOJUISKAIIMX 3alUIUTE OT aTakK, HAlpaBJICHHBIX HA OTKa3 B
00CITy’KMBaHUM, 1O COTJACOBAHUIO CO CTPYKTYPHBIM MOJpa3ieiieHUEM, CHELHATUCTaMU
0 3alUTe UHPOPMAIUH [TOCIIE IPUHATHS MEp MO0 KOHTPOJIIO U (PUIBTPALUN UCXOALIETO
U BXOJSIIETO CETEBOro Tpauka B COOTBETCTBUM C MAaTpHULEd KOMMYHHUKAIUH
MH(GOPMALIMOHHON CUCTEMBI C ceThio «HTepHeT».

[Ipy OTCYTCTBMM TEXHMYECKOW BO3MOXHOCTH Yy [J1aBHOrO  ympaBieHHUS
CaMOCTOSITEJIbHO OPTraHMU30BaTh 3alllUTy TaKUX HH(OPMALMOHHBIX CHUCTEM OT aTak,
HAIpPAaBJIEHHBIX HAa OTKa3 B 0OCIY>KMBAaHUH, JIOMYCKAETCA pa3MeIlleHne HHPOPMAIIMOHHBIX
CUCTEM B HH(POPMALMOHHO- TEICKOMMYHHUKAIIMOHHOW WH(QPACTpyKType IMpoBaiiaepa
XOCTHHTa, 00ECIIEYUBAIOIIETO 3aIUTY OT aTak, HAllPaBJICHHBIX HA OTKAa3 B OOCITYKUBAHHH,
WM TIepEeHANpaBlIE€HUE CETEeBOro Tpauka Ha MpOorpaMMHO-anmnapaTHble CpencTBa
OpraHu3alliM, OKa3bIBAIOIIEH YCIyrd MO KOHTPOJO, (GUIBTpALMH W OJOKUPOBAHUIO
CETEBbIX 3alpOCOB, O0JaJAIONIMX MpPU3HAKAMHM AaTakK, HANpaBJICHHbIX Ha OTKa3 B
00CITyKUBaHUHU.

3.12. Jlns obecniedenus 3amuThl uHbopmalmu, conepxaiieiics B C, npoBoasiTcs
CJIEIYIOLME MEPOTIPUSTHSA:

— (hopmupoBanue TpeboBaHUH K 3amuTe nHbOpMaIluu, coaepxamieiics B UC;

— paspabotka C3U;

— BHenpenue C3U;

—arrecrauua VC mo tpeboBaHuAM 3amuThl MHGOpMaLuu (lansee — aTTecTalus
HC);

— o0ecrieueHue 3auuThl THGOPMAIIUK B XOJI€ AKCIUTyaTauu artectoBannon MC;

—obecrieueHre  3allUThl  MHPOPMAlUMM TpPU  BBIBOJE M3  JKCIUIyaTaluH
arrectoBaHHo WMC winM mnocne npuHATUS penieHuss 00 OKOHYaHUU 00paboTKU
uHpopmanuu.

4. POPMHUPOBAHUE TPEBOBAHUM K 3AIIIUTE UHO®OPMAIINN,
COJEPXKAIMENCS B UH®POPMAIIMOHHOM CUCTEME
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4.1. ®opmupoBanue TpeOoBaHUI K 3amre MHpopMmamu, coaepxkamieiics B UC,
ocyuiecTBisieTcs [ TaBHBIM yIIPABICHHUEM.

4.2. ®opmupoBanue TpeOoBaHUI K 3ammte MHpopMaimu, coaepxkarmieiics B UC,
BKJIIOYAET:

— MPUHATUE PEIICHUS O HEOOXOAMMOCTU 3alUThl MH(OpMAIUHU, coaepKalencs B
HGC;

— kinaccuukanuio MMC no TpeGoBaHuAM 3amiuThl WHGOPMAIUHU, OIpEAeIICHHUE
ypoBHs 3amuiennoctu [11n npu ux odpadotke B UC;

— OompeJieJieHue yrpo3 0e30MacHOCTH HHGPOpPMAILMK, pealn3anus KOTOPhIX MOXKET
NPUBECTH K HapyuieHuto 6ezonacHocty uHpopManuu B MIC, u pa3paboTKy Ha UX OCHOBE
MOJIETH yrpo3 6e30MmacHOCTH HH(OPMALIUH;

— onpenenenue TpedoBanuii k C3U.

43.1lpyu 0OpUHATAKM pEIICHUS O HEOOXOAMMOCTH 3aluThl  HUHGOPMAIUU,
coaepxamercs B IC, ocymectBusiercs:

— ananus ueneu cozganus UC u 3agay, pemaemsix 3ton 1C;

— onpezeneHue napopmanuu, noanexaniei 0opadotke B UC;

— aHAJIN3 HOPMATHUBHBIX IMPABOBBIX AKTOB, METOJUYECKUX JIOKYMEHTOB U
HallMOHAJIBHBIX CTAHJAPTOB, KOTOPBIM JIOJ>KHA COOTBETCTBOBAaTh C;

— IpUHATHE peleHuss o Heobxoaumoctu cosnanuss C3U, a Takxke ompeneiacHue
neseit u 3aaad 3ammrthl nHGopmaruu B UC, ocHoBHBIX 3TanoB co3ganus C3U u dynkimii
1o 00ecreyeHH o 3auThl HHPopMaluu, coaepxauieiics B MC.

4.4. Pesynbratsl kinaccupukaiuu UC ohopmisitoTest akToM KilaccupuKaiuu.

4.5. Pesynbrathl omnpeaeneHus ypoBHs 3amuiieHHocTH [1/H mpu ux obpabotke B
NC odopmiastoTcs akToM ONpeaeseHUs YPOBHSI 3alIUILIEHHOCTH.

4.6. Yrpo3sl 6e30nmacHOCTH MHGOPMALIMK ONMPEACTIAIOTCS MO pe3yibTaTaM OLICHKH
BO3MOKHOCTEH (MOTEHLMana) BHEIIHMX W BHYTPEHHUX HapylIWTENEeH, aHaliu3a
BO3MOXHBIX ysi3BuUMocTel MC, BO3MOXKHBIX CIIOCOOOB peaau3aiiu yrpo3 0€30MacHOCTH
uHpOpMaMU W TOCJIEACTBUH OT HapyLIEHUs CBOWCTB 0€30MacHOCTH HWH(OpManuu
(KoH(pUAEHITMATBEHOCTH, IETOCTHOCTH, TIOCTYITHOCTH).

4.7. B KkauecTBe HCXOJHBIX JaHHBIX [UIsI ONpPENENCHUS Yrpo3 Oe30MacHOCTH
uHopMaMu  UCHONIb3yeTcs OaHK JIaHHBIX yIpo3  0e30MmacHOCTH  WH(pOpMaIUU
(bdu.fstec.ru), Beaenue koroporo ocymectpisiercs PCTIOK Poccun.

4.8. IIpu omnpenenenun yrpo3 0€30MacHOCTH HH(POPMAIMKA  YUUTHIBAIOTCS
CTPYKTYpHO-(pYHKITMOHANIbHBIE XapakTepucTuku WC, BKIIOUYaOIMe CTPYKTYPY U COCTaB
UC, ¢usnueckue, Joruyeckue, (QyHKIHOHAIbHBIE M TEXHOJOTHYECKHE B3aUMOCBSI3U
Mexay cermeHTamu MC, ¢ uHbIMU WHGOPMAIMOHHBIMUA CUCTEMaMHU M WH(POPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSIMH, pexXumbl o0padboTku uHpopmamuu B MC u B ee
OTIENBHBIX CErMEHTaxX, a Takke HuHble xapaktepuctuku WC, mnpumMmeHsembie
MH(pOpMAITMOHHBIE TEXHOJOTUH U OCOOEHHOCTHU €€ (PYHKIIMOHUPOBAHMUS.

4.9.1lo pesynpTaTaM oOIpeaeiaeHus yrpo3 0Oe30macHOCTH UHGPOPMAIUK TpU
HEOOXOAMMOCTH pa3padaThIBAIOTCA PEKOMEHIAIMU 10 KOPPEKTUPOBKE CTPYKTYpPHO-
¢byHkuMoHanbHBIX  Xapakrepuctuk  MC,  HampaBieHHble  Ha  OJIOKMpOBaHUE
(HeTpanu3anuio) OTAEIBHBIX YTpo3 0e30macHOCTH nH(OpMaIuu.

4.10. Monens yrpo3 0e3omacHOCTH HH(POpPMAIUU TOJDKHA cofiepkaTh onucanne MC
U €€ CTPYKTYPHO-(QYHKIIMOHAJIBHBIX XapaKTEPUCTUK, a TaKXe OIUCaHUE YIrpo3
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6e3onmacHocTH WH(MOpPMAIMK, BKIIOYAIONIEEe OMHCAHUE BO3MOXKHOCTEH HapyIIUTEIICH
(Mozenb HapymIUTelNsi), BO3MOXHBIX ysa3BuMocted WC, cnocoOoB peanuzanuul yrpos
O6e3omacHocTH WH(MOpPMAIMU ¥ TOCIEACTBHN OT HAPYIICHUS CBOMCTB 0€30MacHOCTH
uHopMarmm.

4.11. Tpe6oBanus k C3U omnpenenstoTcss B 3aBUCUMOCTH OT Kjlacca 3allyuIeHHOCTH
UC, ypoBusa 3amumieHHoctu [I[In mpu ux obpabotke B MC u yrpo3 0e3omacHOCTH
uH(pOpMaIK, BKIIIOUYEHHBIX B MOJIENb YIPO3 0€30MaCHOCTH UH(POPMALIUH.

4.12. Ilpu onpenenenuu tpedoBanuii k C3U yunuThIBaIOTCS MOJIOKEHUS MOTUTHKA
['maBHOTO ympaBieHUs] B OTHOLIEHUU 00pabOTKH MEPCOHATBHBIX JAHHBIX.

5. PABPABOTKA CUCTEMBbI 3AIIUTBI UHOOPMALINA

5.1. Pa3zpabotka C3U opranusyeTtcs [ 1aBHBIM ynpaBieHUEM.

5.2. Pa3zpaboTtka C3U ocyiiecTBiIsieTCs B COOTBETCTBUU C TEXHUUYECKUM 3aJlaHHEM
Ha co3nganne C3M u B TOM 4nciie BKIIOYACT:

— npoektupoBanue C3U;

— pa3paboTKy dKCIUTyaTalmoHHOM JokymeHTanuu Ha C3U;

— MakeTupoBaHue u TectupoBanue C3U (mpu HEOOXOAUMOCTH ).

5.3. C31 He nomkHa TPENIATCTBOBaTh JOCTHXKEHHIO Lieyeil co3manus MC u ee
(G YHKIIMOHUPOBAHUIO.

5.4. Ilpu pazpabotke C3U yuutbiBaeTcs ee MHPOPMAIMOHHOE B3aUMOJIEHCTBUE C
WHBIMU HMH()OPMAIMOHHBIMM CHUCTEMaMU M WH(GOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHBIMU
CETAMM.

5.5. Ilpu npoektupoBanuu C3U ocylmecTBISIIOTCS CIEAYOMINE MEPOTIPUSITHS:

— ONPEENSAIOTCS THUIBI CYOBEKTOB J0CTymna (MOJIb30BaTENH, MPOIECChl M HHBIC
CyOBEKTHI OCTYyNa) U 00BEKTOB JOCTYIIA, SIBJISIONIUXCS 00BEKTaMU 3alIUThI (YCTPONCTRA,
00BEKTHI (haliJIOBON CUCTEMBI, 3aITyCKaeMbI€ U UCIIOHSIEMbIE MOYJIHU, OOBEKTHI CUCTEMbI
ympaBiieHus: 0a3aMU JaHHBIX, OOBEKTHI, CO3/laBa€Mbl€ MPUKIATHBIM MNPOTPAMMHBIM
oOecrieueHrneM, UHbIE OOBEKTHI I0CTYTIA);

— OMPEIENSIOTCS METObl YNPABJICHUS TOCTYNOM (JAUCKPELIMOHHBIA, MaHAaTHBIN,
POJIEBOM WJIM WHBIE METO[IbI), TUIIbI JOCTyNa (YTEHUE, 3alHCh, BHITIOJHEHUE WM WHBIC
TUIIBI JIOCTYNA) W TpaBWja pa3rpaHUYEHUs] JOCTYIMa CYOBEKTOB JOCTyNa K OOBbEeKTam
noctyna (Ha OCHOBE CIUCKOB, METOK 0€30MaCHOCTH, POJIC M MHBIX MPABUII), TIOIJICKAIIINE
peanuzaiuu B UC;

— BBIOMPAIOTCS MEPHI 3aIUTHI HHGOPMAINH, TToJIexkae peanusanuu B C3U;

— OTNPENIETISIOTCS] BUJIBI U TUIBI CPEJICTB 3AIUTHl MHPOPMAIUU, 00ECIIEUYNBAIOIINE
peanu3aluoo TEXHUUYECKUX Mep 3allluThl HH()OpMaIINH;

— onpenensiercs  cTpykrtypa C3U, Bximoyas coctaB (KOJIMYECTBO) M MecTa
pa3MelIeHus €€ JIEMEHTOB,;

— OCYHIECTBIISICTCS BBIOOP CPE/ICTB 3alIUThl HHPOpMaIuu, cepTUPUIIMPOBAHHBIX HA
COOTBETCTBHE TPEOOBAHUSIM IO O€30MaCHOCTU MH(MOpPMAIMH, C YY4ETOM HX CTOUMOCTH,
COBMECTUMOCTH C HWH()OPMAIIMOHHBIMU TEXHOJOTHSIMU W TEXHUYECKUMU CPEJCTBAMH,
(dyHKIUH 0€30MacHOCTH ATUX CPEACTB U OCOOEHHOCTEH MX pealu3alliu, a TakKe Kiacca
samuiiennoctd C, ypoBus 3amumiennoctu [1/1n npu ux obpadotke B UC;

— ompenensAoTcsl  TpeOOBaHMS K  MapaMeTpaM  HACTPOMKHA  MPOTPAMMHOTO
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oOecrniedyeHus, BKIOYas MPOrpaMMHOE OOECHeueHHe CPEeACTB 3alluThl HH(GOpPMAlUH,
o0OecreunBaoIIie pealn3aluio Mep 3alluThl WH(OpMalMK, a TakkKe YCTpaHEHHUE
BO3MOXHBIX ysa3BuMmocteld MC, nmpuBOAAIIMX K BO3HUKHOBEHHIO YIpo3 0O€30MacHOCTH
uHopMamy;

— ONpEAENAIOTCS  MEpbhl  3alUThl  MHpOpMauuu 1Opu  MHPOPMALMOHHOM
B3aUMOJEUCTBUM C UHBIMU HMH(POPMALMOHHBIMM CUCTEMAMHM U HH(OPMALMOHHO-
TEJIEKOMMYHUKALIMOHHBIMU CETIMU;

— ONPEAEIIAIOTCS MEPBI 3alIUThl HH()OPMALIMOHHBIX CUCTEM OT aTak, HaIllPaBJIEHHBIX
Ha OTKa3 B 00CITy’)KHBAHUU.

5.6. PesynpraTel npoektupoBanus C3U oTpaxaroTcsi B IPOEKTHOM JOKYMEHTALH
Ha UC.

5.7.1lpu  OTCYTCTBUM  HEOOXOAMMBIX  CpPEACTB  3alIUThl  WHGOpPMAIUH,
CEpTUPUUMPOBAHHBIX HAa COOTBETCTBUE TPEOOBAHMSM MO OE30MaCHOCTH HH(POPMALIHH,
opraHuzyeTrcsi paszpaboTka (J1opaboTka) CpeACTB 3allUThl HWHPOpMAMM U  HUX
ceptudukanusi B COOTBETCTBUM C 3aKOHOJATeIbCTBOM Poccuiickoit denepauuu wuin
MIPOU3BOAUTCS KOPPEKTUPOBKA MpOoeKTHBIX pemeHnid no MC u (umm) ee C3U ¢ yuerom
(YHKIIMOHAJIBHBIX BO3MOKHOCTEH HMEIOLIUXCA CEPTUPHUIMPOBAHHBIX CPEACTB 3alUTHI
uHdopmaIuu.

5.8. Pa3zpaboTka skcruryaTaumoHHOM AokyMeHTanmuu Ha C3U ocymiecTBisiercs B
COOTBETCTBUM C TEXHUYECKUM 3aJaHreM Ha co3nanne C3U.

5.9. Ilpu makernpoBanuu U TectupoBannu C3M B TOM 4uCiie OCYIIECTBIIIOTCS:

— IpoBepKa pabOTOCOCOOHOCTH M COBMECTUMOCTU BBIOPAHHBIX CPEJCTB 3alUThHI
uH(bopMalnu ¢ UHPOPMAIIMOHHBIMU TEXHOJIOTHSIMU U TEXHUUECKUMU CPEJICTBAMU;

— [IPOBEPKA  BBIMOJIHEHUS! BBIOPAaHHBIMH CPEACTBAMHU 3alllUThl HMHPOpMaLUU
TpedoBanuii k C3U;

— KOPPEKTUPOBKA MPOEKTHBIX peLICHUM, pa3paboTaHHbIX mpH co3aanuu C3U.

5.10. MaketupoBanne C3U u ee TecTUpOBAHUE MOYKET IPOBOJUTHCSA B TOM YHCIIE C
HCIIOJIb30BAHUEM CPEJICTB M METOAOB MOJAEIHUPOBaHUS HWH(OPMAIIMOHHBIX CHUCTEM U
TEXHOJIOTHI BUPTyaIU3aLUH.

6. BHEIPEHUE CUCTEMbI 3AIIIMTHBI UHOOPMALINU

6.1. Buenpenue C3U opranusyercs [ 1aBHbIM yIIpaBICHUEM.

6.2. Buengpenue C3U ocyiiecTBisieTcs B COOTBETCTBUM C IPOEKTHOH U
AKCIUTyaTallMOHHOM JoKyMeHTanueil Ha C3U1 1 B TOM 4ucie BKIIFOYAET:

— YCTaHOBKY M HACTPOMKY CpencTB 3amuThl nHpopmarmu B UC;

— pa3paboTKy JAOKYMEHTOB, ONpPEACNAIONINX MpaBUiia U MPOLEIypbl, peann3yemMbie
['maBHBIM ymipaBieHueM st obecnedeHuss 3amuTbl MHpopmanuu B UC B xome ee
AKCIUTyaTalluy (J1ajee - OpraHu3allOHHO-PACIIOPSIIUTENbHbBIE JOKYMEHTHI 1O 3alluTe
uHpopmanun);

— BHEJIPEHUE OPraHU3ALMOHHBIX MEp 3aIUThl HHPOPMALIUU;

— npenaBaputenbHbie ucnbiTanuss C3U (mpu HEOOXO0AUMOCTH);

— onbITHY!O 3KcrutyaTanuio C3U (mpu HeoOX0IUMOCTH);

—anamu3 ys3Bumocte WMC u mnpuHATHE Mep 3amuThl HHQOpPMAIMM MO HX
YCTPaHEHHIO;
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— npueMouHsble ucneitanus C3U (mpu He0OX0AUMOCTH).

6.3. YcraHoBka M HacTpoWka cpeAcTB 3amuthl uHpopmauuu B WC momxHa
MIPOBOJIUTHCA B COOTBETCTBHM C 3KCIUTyaTalMOHHOW JokymeHtamueili Ha C3U u
JOKYMEHTAIMEN Ha CPEICTBA 3aIIUThl HHOPMALIUH.

6.4. Pa3pabaTeiBaeMble  OpPraHU3aLMOHHO-PACIIOPSIAUTENbHBIE  JOKYMEHTBI 10
3amuTe nHpopMaIuu J0HKHBI ONPEEATh IPaBuia U MPOLeAypbL:

— IJIAHUPOBAHUS MEPOIpUATUH 0 3ammTe nnpopmanuu B UC;

— ynpasienus (aamuuuctpupoBanus) C3U;

— BBISIBJICHUSI MHIIMJIEHTOB (OJIHOTO COOBITUSI WM TPYMNIbl COOBITHI), KOTOpHIE
MOTYT TMpHUBECTH K cOOSIM WU HapylieHuto ¢yHkuuonupoanuss MC u (wmm)
BO3HMKHOBEHHIO yIrpo3 Oe3omacHOCTH wuHpoOpManuu (majnee — UWHIUIACHTBI), W
pearupoBaHus Ha HUX;

— ynpasienus koHpurypanuei arrectopannoit UC u C3U;

— KOHTpOJIA 32  O0ecrne4eHueM  YpOBHS  3AlMIIEHHOCTH  MH(pOpPMALNH,
coaepxamerics B 1C;

— nH(opmupoBanus U o0yuenus nepconana UC;

— 3aIUTHl UHGOPMAIIMK TIPU BBIBOJIE U3 dKkcrutyaranuu MC unm mocne npuHsATHs
penieHus: 00 OKOHYaHUK 00padOTKU HH(MOPMAIUH.

6.5.Ilpy  BHeOpPEeHWHM  OpPraHU3AIMOHHBIX  MEp  3alUThl  WHGOPMAIUH
OCYLIECTBIISIOTCS:

— peanu3anusl TMpaBWI pa3rpaHUUYEHUs [JIOCTyNa, PErJaMEHTUPYIOIIUX IIpaBa
J0CTyTa CyObEKTOB JOCTyNa K 00BbEKTaM JO0CTYIIa, U BBEJIEHUE OTPAHUYCHUIN Ha TEHCTBUS
IIOJIB30BATENIE, a TaKkKe Ha U3MEHEHHME YCJIOBMM 3KCIUTyaTaluMd, CcOCTaBa U
KOH(UTypally TEXHUYECKUX CPEJICTB U MPOrPaMMHOTO 00€CTICUEHUS;

— [IpOBEpKa  MOJHOTHI W  JETaJbHOCTH ONHCAHMS B  OPraHU3alUOHHO-
pacnopsaIMTENbHBIX JTOKYMEHTaxX MO 3aluTe MHPOpMalUuUd ACUCTBUN MOJb30BATENEH U
aamuHucTparopoB MC no peanuzanuu opraHu3alMoOHHbIX MEP 3alUThl HH()OpMALUY;

— 0TpabOTKa JNEUCTBUN MOJKHOCTHBIX JIMI] U MOJPa3ACJICHUI, OTBETCTBEHHBIX 3a
peanuzaluio Mep 3aluuThl HHHOPMALIHUH.

6.6. [IpenBapurensubie ucnbiTanuss C3U BKIIIOYAIOT MPOBEPKY pabOTOCIIOCOOHOCTH
C3MU, a Takxke IpUHATHE PELICHUS O BO3MOKHOCTH ONBITHOM 3Kcruryatanuu C3U.

6.7. OnbiTHas skermyaranust C3U BxiroyaeT npoBepky dyHkunonupoanust C3U, B
TOM UHCJ€ pEAJIU30BAHHBIX MeEp 3allUThl HMHPOpPMALMHK, a TakKe T'OTOBHOCTh
MOJIb30BaTENC U aAIMUHUCTPATOPOB K AKcIuryatanuu C3U.

6.8. Ananmu3 ys3Bumoctedd MC mpoBoAMTCS B LENSIX OIEHKUM BO3MOMKHOCTH
npeonosnenust HapymureneM C3U u npegoTBpailieHus peau3aliuu yrpo3 0€30nacHOCTH
nHpopmaruu. Ananuz yszpumocteit MC BkiIroYaeT aHaliu3 ysI3BUMOCTEH CPENICTB 3allUThI
nH(popMaIK, TEXHUYECKUX CpeACcTB W mporpammHoro odecnieuenust MC. Ilpu ananuze
ysa3Bumoctel UIC mpoBepsieTcsi OTCYTCTBHE H3BECTHBIX YSI3BUMOCTEW CPEICTB 3aAIUTHI
uH(pOpMaIMU, TEXHUYECKUX CPEACTB M IMPOTPAMMHOIO OOecnedeHus, B TOM YHCIE C
y4eToM HH(pOpMalMM, HMEIOUIecs y pa3padOTYUKOB M TOJYYEHHOW W3 JPYrux
0OIIEAOCTYTHBIX UCTOYHUKOB, MPABWIBHOCTh YCTAHOBKU M HACTPOUKHU CPEICTB 3aLIUTHI
uHpOpMalLlMK, TEXHUYECKUX CpPEACTB M NPOrpaMMHOrO OOECHEYeHHs, a TakkKe
KOPPEKTHOCTh PabOThl CPEACTB 3alUThl HH(OpPMALMU TP HUX B3aUMOJEHUCTBUU C
TEXHUYECKUMHU CpPEJCTBAMH U NPOTpaMMHBIM oOecneueHueM. B cioyuyae BbIsBIEHUS
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yszumocTeit UC, mpuBOASIUX K BOSHUKHOBEHUIO JIOMTOJIHUTEIBLHBIX YTPO3 0€30MacCHOCTH
nH(}OpMAIUU, TPOBOIUTCS YTOYHEHHUE MOJIEIN YyIpo3 0€30MacHOCTH WHGOPMAINK U TIPU
HEOOXOJAMMOCTH TMPUHUMAIOTCS  JOTOJHUTENBHBIC MEpPhl  3allUThl  WHGOpPMAIIHH,
HAIlpaBJICHHBIC HA YCTPAHCHHWE BBIABICHHBIX YSA3BUMOCTCH WM  HCKIIIOYAIOIIIHC
BO3MOYKHOCTh MCIIOJIb30BAHMS HAPYIITUTEIIEM BBISIBICHHBIX ysa3BUMocTel. 1o pe3ynpraram
aHajM3a ysI3BUMOCTEH JOJDKHO OBITh TOATBEPkACHO, uTO B IC OTCYTCTBYIOT ySI3BUMOCTH,
cojepkamuecss B 0aHke JaHHBIX yrpo3 Oe3omacHoctu mHbopmanun ®CTIK Poccun, a
TaK)kK€ B HWHBIX HMCTOYHHMKAX, WIM HMX HCIIOJIb30BaHHUE (dKCILTyaTalusl) HapyIIUTEIeM
HEBO3MOIKHO.

6.9. [Ipuemounsie ucneiTanuss C3M BKIIOUAIOT MPOBEPKY BBHITIOJHEHUST TPEOOBaHUI
K C3U B COOTBETCTBUH C TEXHUYECKHUM 3aJaHueM Ha co3ganue C3U.

7. ATTECTAIIUA UHOOPMAIIMOHHOM CUCTEMBbI

7.1. Atrecraumuss HMC mnpoBoauTcs Ha JTane €€ CO3JaHusl WA Pa3BUTHUA
(MoIepHU3aLMM) M TNPEIyCMaTPUBAET IPOBEACHHE KOMIUIEKCA OPraHU3alUOHHBIX U
TEXHUUYECKUX MEpPONPUSATUA M padoT (aTTECTAllMOHHBIX UCIIBITAHUN), B pE3yJibTaTe
KOTOpbIX TonarBepxaaercs coorBerctBue MC TpeOoBaHusM 1o 3amuTte MHOpMAIUU B
yCIOBUAX ee aKcIuryaranuu. Jlomyckaercsa nposeneHue arrecrauuu MC Ha stame ee
AKCIUTyaTalluy B ciydae, eciau [J1aBHBIM ympaBieHUEM MPUHATO pelieHrne 06 o0paboTke
3amuiaeMoi nHbopMaluu nocie Beoja B akcruryaranuio UC.

7.2. Ins TpoBeNEHUA AaTTECTAMOHHBIX HCHObITaHUN ['7aBHOE  ympaBieHue
IIPUBJIEKAECT OPraHU3alMI0, UMEIOIIYIO JULEH3UI0 Ha OCYIIECTBICHHUE JEATEIBHOCTH IO
TEXHUYECKOH 3amuTe KOHGUAEHIIMaIbHOU nHPOopMaIuu (C MpaBoM MPOBEACHUS padOT U
OKa3aHMs yCIyr MO aTTEeCTAMOHHBIM HCHBITAHMSIM U aTTECTAllMM Ha COOTBETCTBHUE
TpeboBaHUsIM Mo 3amute nHpopmaiuu), BeianHyro ®CTOK Poccun B COOTBETCTBHUM €
[lonoxenueM O  JUIEH3UPOBAHUU  JICATEIIBHOCTH MO  TEXHUYECKOM  3alluTe
KOH(pUIESHIUAIBHOW WH(OpMaIMK, YTBEPXKIAECHHBIM MocTaHoBiIeHUEeM I[IpaBurenbcTBa
Poccuiickoii @eaepaunn ot 3 pepasia 2012 r. Ne 79 (nanee - oprad 1o arrecTaimm).

7.3. Cpox mnpoBeaeHusi padbor mno arrectauuu MC ycranaBmuBaercs [ 1aBHBIM
YIOPaBIECHUEM 10 COIJIACOBAHUIO C OPraHOM MO aTTECTallMh, HO HE MOXKET IMPEBBIIIAThH
YETBIPEX MECSLIEB.

7.4. ITpoBeneHue arrecTalldOHHBIX ucnbITaHUW WMC 10TKHOCTHBIMM  JIMIIAMH,
OCYILECTBIISIIOIIUME ITpoekTupoBanue u (unu) BHeapenne C3U UC, He gomyckaercs.

7.5. Jlna mpoBeneHus padoT Mo arTecTauu [ TaBHOE ympaBlIeHHE MPEICTABISACT B
OpraH MO aTTECTallMH CJEAYIOIINE JHOKYMEHThl WJIM MX KomuM (Mo peuieHuro ['maBHOro
yIpaBieHUs] JOKYMEHTHI (MX KOIUK) MOTYT OBITh MPECTABIICHBI B OPraH M0 aTTeCTalluu B
BUJI€ ANIEKTPOHHBIX TOKYMEHTOB):

— texunueckuit macnopt Ha UC o popme cornacuo npusnoxenuto Ne 1 k Iopsiaky
OpraHu3allid U TPOBEIECHHUS PpabOT MO arTecTaluu OOBEKTOB HH(pOpMATHU3AIUU Ha
COOTBETCTBHE TpeOOBaHUSM O 3amuTe HWHGOPMAIMUM OrPaHUYEHHOrO0 JOCTyMa, He
COCTAaBIIIOLIEN TOCYAApCTBEHHYIO TailHy, yTBepxkAeHHOMY npukazom PCTIOK Poccum
ot 29 ampens 2021 r. Ne 77,

—akt kinaccupukauuu MC mo ¢opme cornacno mnpusoxenuto Ne 3 k Ilopsaxy
OpraHW3allMd W TPOBEICHUS pPabOT TO aTTecTanuud OOBEKTOB WH(MOpPMATH3alUA Ha
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COOTBETCTBHE TpEOOBAaHUSAM O 3amuTe WHOOpPMAIMU OTPaHUYCHHOTO JIOCTYyIMa, HE
COCTaBJIAIONIEH TOCYJapCTBEHHYIO TailHy, yTBepxkKaeHHOMY mpukazom PCTIOK Poccum
ot 29 ampens 2021 1. Ne 77,

— aKT omnpezeneHust ypoBHs 3amuiieHHocTd [1J[n npu ux obpabotke B MC (mpu
oOpabotke B arrectyemoit UC I1/1n);

— MOJIeJIb YTPO3 0€30MacCHOCTH HH(POPMAIINH;

— TEXHUYECKOe 3aJjaHue Ha cosnanue (passutue, MoaepHuszanuio) MC u (wm)
4acTHOE TEXHUYECKOE 3aJaHue Ha co3JaHue (pa3BUTHE, MOJIEPHH3AIMIO) CHUCTEMbI
3amuthl nHGopmanmu MC;

— MPOEKTHAsl JOKYMEHTalusi Ha cuctemy 3amutbl nHbopmanuu MC (B ciydae ee
pazpadotku B xone cozaanust UC);

— DKCIUTyaTaIllMOHHAS JOKYMEHTAIus Ha cucrteMy 3amuThl uHbopmanuun HC wu
MIPUMEHSIEMbIE CPEJICTBA 3AIUTHI UHPOPMAITUY;

— OpPraHU3alMOHHO-PACTIOPSAIUTEIbHBIE JOKYMEHTHl 10 3almTe WHOOpMaluu
['maBHOTO ympaBieHUs, pEriaMEHTUPYIOIIUE 3aIUTY UH(DOPMALIMK B XOJ€ dKCILUTyaTalluu
HC, B TOM 4ucie miaH MeponpusTud no 3amure uHpopmannu Ha VC, 1OKyMEHTHI 1O
MOPSIIKY OIEHKH YIpo3 0€30MacHOCTH MHGOPMAIIUH, YIIPABICHUIO (aAMUHUCTPUPOBAHUIO)
CUCTEMOM 3amuThl UHPOpMalUU, yrnpasieHuio koHpurypamnueit UC, pearnpoBanuio Ha
MHIUJIEHTHI, UHOOPMHUPOBAHUIO U OOYYEHHIO MepcoHaia, KOHTPOJ 3a obOecrneuyeHueM
YPOBHS 3alIMIIIEHHOCTH UHGOpMAIINH (JJaee — JOKYMEHTHI 0 3alIUTe HHPOPMAIINHN );

— IOKYMEHTBI, COJIEpIKalllie Pe3yiabTaThl aHanu3a ys3pumocted UC u nmprueMouHbIX
UCIIBITaHUN cucTeMbl 3amuThl uHpopmanuun WC (B ciayuyae NpoBeACHUS aHalu3a U
ucneITanuil B xoze cozaanus NC).

7.6. Arrectanusa MC npoBoauTcs B COOTBETCTBUM C MPOTPAMMOM M METOAUKAMH
aTTECTAIIMOHHBIX HCIbITaHUM. [IporpaMmMa W METOAMKU AaTTECTAIMOHHBIX HCIBITAaHUN
pa3pabaTbIBaeTCsl OPraHOM IO aTTeCTallud B COOTBETCTBUU ¢ [lopsiikoM opraHuzamnuu u
MpOBEJCHUsI padoOT MO arTrecTalud OOBEKTOB HHGOpPMATHU3AllMd Ha COOTBETCTBHUE
TpeOOBaHUSIM O 3amuTe HHGOPMAIUU OrPAaHUYEHHOTO JOCTyMHa, HE COCTaBJISIOIIEH
rOCYJapCTBEHHYIO TaiHYy, YTBEPKIECHHBIM IIPUKA30M OCTOK Poccun
oT 29 anpens 2021 r. Ne 77, m cornacoBsiBaeTcsi ¢ IJaBHBIM ymopaBiieHueM. B Xxoge
aTTECTALIMOHHBIX WCIBITAHUM OpraH IO aTTecTallid MOKET BHOCUTh HM3MEHEHHUS B
MporpaMMy M METOAUKH ATTECTALMOHHBIX HCHIBITAHUI IO COIVIACOBAHUIO C [ JTaBHBIM
YIpaBJICHUEM TOCCTporTexHaa30pa CMOJIEHCKON 00J1acTH.

7.7. B mporpaMMy ¥ METOJUKH UCIBITAHUMA JTOJDKHBI OBITH BKITIOUEHBI CIICTYIOIIHE
METO/IbI IPOBEPOK (MCIIBITAHUN):

— DKCIEPTHO-T0KYMEHTAIbHBII METO/I, npeaycMaTpUBAIOIINI MIPOBEPKY
cootBercTBUsl C3U MC ycTaHOBIEHHBIM TpeOOBaHUSM IO 3alIUTEe HMH(POpMALMU Ha
OCHOBE OIIEHKH IKCIUTYyaTallMOHHOM JOKYMEHTAIIMH, OPTraHU3aIlMOHHO-PACTIOPSAUTEIIbHBIX
JIOKYMEHTOB M0 3aluTe HHHOpMaInK, a Takxke yciioBuil pynkimonuposanus 1C;

— ananu3 ysa3suMocteil IC, B TOM 4ucie BBI3BAHHBIX HEMPABWILHONW HACTPOUKOMN
(koH(pUTYpUpOBaHHEM) MPOTPAMMHOT0 00ECIIEUEHHUSI U CPEJICTB 3alUThl HH(DOPMAIINH;

—ucnbiTanuss C3UM myTeM OCYIIECTBICHHUS! TONBITOK HECAHKIIMOHUPOBAHHOTO
nocryna (Bo3aeiicteus) k UC B 06xox ee C3U.

7.8. Honyckaercst arrectanuss MC Ha OCHOBE pe3yibTaTOB aTTECTAMOHHBIX
WCIIBITAaHUH BBIIENIEHHOTO Habopa cermeHToB WC, peanu3yronux MOJHYI TEXHOJOTHIO
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oOpabotkn umHpopManuu. B 3TOM ciydae pacmpocTpaHeHHE aTTecTaTa COOTBETCTBUS
TpeOOBaHUAM M0 3ammTe WHbopManuu (Jajiee — aTTecTaT COOTBETCTBHUS) Ha JIPyrUe
cermeHTsl MC ocymecTBiseTcss HpU YCIOBUM HMX COOTBETCTBUA cermeHtam UC,
OPOLIEAIIUM AaTTeCTAllMOHHbIE HUCIbITaHUusl. CEerMeHT CUMUTaeTCid COOTBETCTBYIOIIUM
cermeHTy MC, B OTHOIIEHUH KOTOPOTrO OBUIM MPOBENIEHBI aTTECTAIIMOHHBIE HCIBITAHUSA,
€CIM JUIsl YKa3aHHBIX CETMEHTOB YCTAHOBJICHBI OJMHAKOBBIE KJIACCHI 3alUIICHHOCTH,
ypoBHU 3amuiieHHoctd [IJIH, yrpo3sl Oe3omacHocTH UWHGOPMAIMHK, PEATM30BAHBI
onnHakoBble mpoekTHble pemieHus nmo MC u ee C3U. B cermentax MC, Ha KOTOpBIE
pacnpocTpaHsieTCsi aTTecTaT COOTBETCTBUS, [JIaBHBIM YIIpaBJIeHUEM OOECIIEUMBACTCS
COOJIO/IEHNE  DKCIUTyaTallMOHHOW  jgokymeHTanuu Ha C3UM u  opraHu3aldoHHO-
paclopsANTEIbHBIX TOKYMEHTOB TI0 3aIIUTE HHPOPMAITUH.

7.9. Ocobennoctu arrectanmn MUC Ha OCHOBE pe3yJlbTaTOB aTTECTAIIMOHHBIX
WCIIBITAHUI BBIJEJIEHHONO Habopa €€ CEerMEeHTOB, a TakKe YCJIOBUS M TOPAJIOK
pacnpoCTpaHeHusl aTTecTaTa COOTBETCTBHS Ha npyrue cermeHTbl WMC 1noikHbBI OBITh
OMpeJeNeHbl OPraHOM [0 AaTTeCTallud B MPOrpaMMe€ M METOJMKAaX AaTTeCTallMOHHBIX
WCIIBITaHUH, 3aKJIFOYEHNUN U aTTECTATE COOTBETCTBHSI.

7.10. B xone aTTecTallMOHHBIX UCIBITAHWW ['TTaBHOE yIpaBIEHHE MOKET BHOCHUTH
u3meHenust B UC, B TOM yucie B apXUTEKTypy €€ CUCTEMBI 3alUThl HH()OPMAIUH, B IEJISIX
npusenenus VC B cooTBeTCcTBHE C TPEOOBAHUAMH IO 3aILUTE HHPOPMAIIH.

7.11.Ilo pe3ynapTaTaMm aTTECTAlMOHHBIX HCHBITAHUW ['J1aBHOE ympaBieHUE
IIOJIy4aeT OT OpraHa M0 aTTeCTaluy CIEAYIOIUe JOKYMEHTBHI:

— 3aKJIFOUYEHUE TI0 pe3ysibTaTaM aTTeCTAMOHHBIX ucnbiTanuii C;

— MPOTOKOJ MO pe3yJbTaTaM aTTeCTalMOHHbIX uctbiTanui MC.

7.12. B cnyyae Hamnuus B IOJYYEHHBIX [JIaBHBIM ympaBi€HHEM OT OpraHa Io
aTTecTalMy  3aKJIIOUEHUH W TPOTOKOJE CBEICHMA O HAJIMYUU  HEIOCTaTKOB
(necooTBercTBUd cucTembl 3amuThl UHPopMauumu WC TtpeboBaHusIM 1O 3amure
uHpopmanun) ['naBHOE ynpaBieHUE OIIEHUBAET BO3MOKHOCTh UX YCTPAHEHHUs B MPOLIECCEe
arrectauu MIC u, mpu BO3MOXKHOCTH, obOecrieunBaeT ux ycrpanenue. [lo pesynpraram
YCTpaHEHHs] BCEX OOO3HAUYEHHBIX B 3aKIIOYEHHM W MPOTOKOJE HEAOCTaTKOB | JaBHOE
yhpaBiieHre opopMIISIET U HAMPAaBISAET B aJpec OopraHa Mo aTTecTalluu YBEJOMJICHHE 00
YCTpPaHEHHUH HEJOCTATKOB ISl OLIEHKH KAYECTBA UX YCTPAHEHHUS.

7.13. Ilo pe3ynapTaTaM OLEHKHM KayeCTBAa YCTPAHEHMS HEIOCTATKOB OpraH IO
aTTeCTallM TMOBTOPHO OGOpPMIIIET W HaNpaBisieT B ajapec [JaBHOTO yNpaBlieHUs
3aKJIIOYEHUE, B KOTOPOE BKIFOUAIOTCS CBEJEHUS 00 yCTpaHEHHWH [ JIaBHBIM yIpaBiIeHHUEM
BCEX BBISIBJICHHBIX HEJOCTATKOB, a TAKXKE JIENA€TCs BBIBOJ O BO3MOXKHOCTH BBIIAuU
arrecrara coorBercTBus Ha MC.

7.14. I'naBHOE yIpaBJIEeHHWE B CJIydya€ HECOTJACHUsl C BBIABICHHBIMU OPraHOM IO
aTTeCTallMy HEIOCTaTKaMH U BBIBOJAMH, COJACPKAIIMMHUCS B 3aKJIIIOUEHUH U MPOTOKOJAX,
HaIpaBJsieT B TeUeHHE 5 pabouux JHEH C MOMEHTA MOMYUYEHUs 3aKII0YEHUS U IPOTOKOJIOB
MUChbMEHHOE oOpailieHre ¢ o0ocHoBaHueM Takoro Hecorjacust Bo PCTOK Poccum.

K o0Opaiienuto npuiaararoTcsi B 3JIEKTPOHHOM BUJIE€ KOMTUU CIEAYIOUUX TOKYMEHTOB:

— TrexHuuyeckui nacnopt Ha UC;

— akt knaccudpukarmmu UC mo dopme cormacHo mpuioxkenuto Ne 3 k [lopsiaky
OpraHW3allid W TPOBEICHUS pabOT MO aTTecTanuyd OOBEKTOB HWH(MOpPMATH3alUA Ha
COOTBETCTBHE TPEOOBAaHUSAM O 3allUTe HHPOPMAIMH OrPAaHUYCHHOTO JOCTyIa, He
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COCTABJISIFOLIEN TOCYJapCTBEHHYIO TailHy, yTrBepkJaeHHOMY mpukazom PCTIK Poccun
ot 29 ampens 2021 1. Ne 77,

— aKT ompezaeneHust ypoBHs 3amuiieHHocTH [IJ[H nmpu nx obpabotke B MC (mpm
oOpabotke B arrectyemoit UC I1/1n);

— MPOrPaMMBbI U METOJAMKH ATTECTAIMOHHBIX HucnblTanuil C;

— 3aKJIFOYEHUS U TPOTOKOJIBI.

7.15. ®CTIK Poccuu npoBOIUT OLIEHKY MPEACTABICHHBIX JOKYMEHTOB Ha MPEAMET
COOTBETCTBHS TPOBEJICHHBIX OPraHOM II0 AaTTECTAllUM ATTECTAMOHHBIX HUCIBITAHUA U
BBIBOJIOB, COJIEPKAIIMXCS B 3aKJIIOUYECHUM, TPEOOBAHUSAM IO 3alllMTe HH(OpMalUU U
nosioxkeHusiM [lopsimka opraHuzanvu W TpPOBEJNEHUS PabOT MO aTTecTaluu OOBEKTOB
nH(pOpPMaTU3alMK Ha COOTBETCTBUE TPEOOBAHUAM O 3aIIUTE UH()OPMALIUYA OTPAHUICHHOTO
NOCTYIIa, HE COCTaBIIIOLIEM TOCYAAPCTBEHHYIO TAallHy, YTBEPKIAECHHOIO IPUKA30M
OCTOK Poccun ot 29 anpens 2021 r. Ne 77 B Teuenne 10 kaneHIapHbIX THEHM ¢ MOMEHTA
noyyeHus: oopanienus. [1o cornacosanuto ¢ ['naBubiM ynpasnenrem padotHuku @CTIOK
Poccun (tepputropuansHoro oprana @CTOK Poccun) MOryT mpoBECTH KOHTPOJIbHBIC
ucnbiTannss Ha WMC B coorBercTtBuM ¢ mnyHkTamu 15 m 16 Ilopsnka opranmsanuu u
npoBeJeHUsT paboT MO arTecTalud OOBEKTOB HMH(POpPMATHU3alMU Ha COOTBETCTBUE
TpeOOBaHUSAM O 3alUTe HMHPOpPMALMM OTPAaHUYEHHOTO JOCTyla, HE COCTaBIISAIOLIEH
FOCYAapCTBEHHYIO TalHy, YTBEPKIECHHOI'O IIPUKA30M OCTOK Poccun
ot 29 anpens 2021 r. Ne 77. [1o pesynbraram orienku @CTIK Poccun (TepputopuaibHbIi
opran ®CTOK Poccun) Hanpasiser:

—B Opral IO AaTTeCTallud YBEJOMJIEHHE O HEOOXOJUMOCTU YCTPaHEHUS
BBISIBICHHBIX HEJOCTAaTKOB B YKAa3aHHBIM B yBeJOMJIEHWH cpok. Konus yBemomieHUs
HampaBisiercss [nmaBHomy ynpaBieHuto. OpraH mo aTrTecTalM o0sd3aH YCTPAHHTH
HenocTaTky, BbIsBIeHHbIe PCTOK Poccnn mo pesynpraram OLICHKH JTOKYMEHTOB, B
yYKa3aHHBIM B YBEJOMIIEHUH CPOK U O(DOPMUTH aTTECTAT COOTBETCTBUS (€CIM YCTAHOBIEHO
HECOOTBETCTBUE AaTTECTAL[MOHHBIX MCHBITAHUA U (MJIM) BBIBOJOB, COJAEPXKAIIMXCA B
3aKJIIOYEHUU WJIM MPOTOKOJaX, TpeOoBaHWsAM mo 3amuTte uHpopmanum uim Ilopsaka
OpraHu3allid U TMpPOBEJEeHHUS pabOT MO arTecTaluu OOBEKTOB HH(pOpPMATHU3AIMU Ha
COOTBETCTBUE TPEOOBAaHUSAM O 3allUTe HHPOpPMAIMM OrPAaHUYEHHOIO JOCTyIa, He
COCTaBJIIIOIIEH TOCYJIapCTBEHHYIO TailHy, yTBepxklaeHHoro mnpukazoM O®CTIK Poccum
ot 29 ampenst 2021 1. Ne 77).

— pe3ynbTaThl IPOBENCHHON OLICHKM [JIaBHOMY YINpaBICHHUIO I YCTPaHEHHUS
HEJOCTATKOB, BBISIBJICHHBIX OPraHOM IO AaTTeCTAllMM (€CIM IO pe3yJibTaTaM OLEHKH
MOATBEP)KIAEH BBIBOJ OpraHa IO aTTeCTallid O HEBO3MOYKHOCTM BBIJIa4M aTTecTara
COOTBETCTBHUS, arTecTar cooTBeTCTBUSA HA C opranom 1o arrectauuu He 0hOpMIIIETCS ).

7.16. Ilocne nonyyenus arrectata coorBercTBus Ha MC oT opraHa mo arrecranuu
['maBHOe ynpaBneHue moxeT noiaydutb or @CTIOK Poccun (TeppuTopranbHOrO OopraHa
OCTOK Poccun) 3akiatoueHue, cojaepikallee OMHUCAHME BBISIBICHHBIX MO pe3yJibTaTaM
DKCIEPTHO-TOKYMEHTAIBHOM OLIEHKA MAaTE€pUalioB, NPEACTABIECHHBIX OPraHOM IO
aTTeCTalllM, HETOCTAaTKOB U PEKOMEHIALUU 10 UX YCTPAHEHMIO. B ciydae mosydeHus: ot
OCTIK Poccun (tepputopuansHoro oprana O®CTIOK Poccum) Takoro 3akiroueHUs
['maBHOe ympaBieHue OOECHeurMBaeT YCTPAHEHUE BBISIBICHHBIX HEIOCTaTKOB B
COOTBETCTBUHM C BBIJIAHHBIMH PEKOMEHAALMAMU B YKa3aHHBIA B 3aKIOYeHUH Cpok. OO
ycTpaHeHUH HenoctatkoB ['naBHoe ympasinenue wuHpopmupyer DCTIK  Poccun
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(teppuropuansubiii opran @CTIOK Poccuun). HeycTpaneHue HenOCTaTKOB, BBISIBICHHBIX
OCTIOK Poccuu (teppuropuanbubiM opranoM DPCTIK Poccuu), B ykazaHHBIM B
3aKIIOYEHUU CPOK SIBJISIETCS OCHOBAHHMEM JUIsl MPUOCTAHOBIICHUSA ACHCTBUS aTTecTara
coorBercTBUs Ha UC.

7.17. ATrectar COOTBETCTBUA BBIIAETCS HA BeCh CpoK 3kciutyaTauuu MC. ['maBHoe
ynpasiienne B xoje skciyaranuu MC oOecrieunBaer noanepxkky coorBetcTBusi C3U
aTTecTary COOTBETCTBHS B paMKaxX pealu3alld MEpPOIPUATHI, TPEAyCMOTPEHHBIX
nyHkToMm 18 TpebGoBanuil o 3amure uHGOPMAIMU, HE COCTABJISIONIEH TOCYIapCTBEHHYIO
TaliHy, co/iep Kalleiicsi B TOCyAapCTBEHHBIX HH(POPMAIMOHHBIX CUCTEMAaX, YTBEPKICHHBIX
npukazoM denepaibHOM CIOY>KObI MO TEXHUYECKOMY M OSKCHOPTHOMY KOHTPOJIIO
ot 11 ¢gespams 2013 1. Ne 17.

7.18. JlelicTBue arrecrtata COOTBETCTBUS MOXKET ObITh NpuoctaHoBieHo DCTIOK
Poccun (tepputopuanbabiM opranom GCTIK Poccun) B ciydasx, NpeayCMOTPEHHBIX
nyHktoMm 34 Tlopsaka opraHu3aluyd M NOpPOBEIEHUsA padOT MO aTTecTaluu OOBEKTOB
MH(}OpMaATU3ALMKA HA COOTBETCTBUE TPEOOBAHUAM O 3aIUTE UH(GOPMALIMK OTPAHUYEHHOTO
J0CTylla, HE COCTABIISIIONIEH TOCYJAapCTBEHHYIO TailHy, YTBEpPKIECHHOIO IPUKA30M
OCTOK Poccun ot 29 anpens 2021 r. Ne 77. ['maBHOe yNpaBlIEHUE MPEKPAILACT
skcrutyaranuio MC co J1HsS TMONMy4YeHUs YBEAOMIICHUS O IPUOCTAHOBIICHHH JCHCTBUS
aTTecTaTa COOTBETCTBUS.

7.19. JleiicTBue aTTecTaTa COOTBETCTBHS MOXKET OBITh B0300HOBICHO DCTOK
Poccun (teppuropuansaeiM opranoM ®CTOK Poccun) B ciaydasx, npeayCMOTPEHHBIX
nyHkrtoMm 38 Tlopsizka opraHu3anud M MpOBEIEHUA pabdOT MO aTTecTaluu OOBEKTOB
uH(}OpMaATH3AIMKA HA COOTBETCTBHE TPEOOBAHUAM O 3aIUTe HHGOPMAIIMN OTPAHUYCHHOTO
J0CTyIla, HE COCTABIISIIOUIEH TOCYJAapCTBEHHYIO TaiHy, YTBEpPXKIECHHOIO MPUKA30M
OCTIK Poccun ot 29 anpenst 2021 r. Ne 77. I'maBHOe ynpaBiieHHE MOKET BO30OHOBHUTH
skcrutyatanito MIC co gHS MOJdydeHUsi YBEJAOMJICHUSI O BO300OHOBJIICHUU JIEUCTBUS
aTTecTaTa COOTBETCTBUSI.

7.20. [lelicTBue arTectata COOTBETCTBUS MOXeET ObITh npekpaiieHo ®CTIK Poccun
(tepputopuansubiM  opranom  ®OCTOK Poccun) B choydasx, HOpeayCMOTPEHHBIX
nyHkToMm 40 Tlopsizka opraHu3and M TpOBENEHUS pabdOT MO aTTecTaluu OOBEKTOB
uH(}OpMaATH3AIMKA HA COOTBETCTBHE TPEOOBAHUAM O 3aIUTe HHGOPMAIIMN OTPAHUYCHHOTO
JO0CTyIla, HE COCTABJISIFOUIEN TOCYJAapCTBEHHYIO TaiiHy, YTBEPXIAECHHOIO IPUKA30M
OCTOK Poccun ot 29 anpens 2021 r.  Ne 77. T'nmaBHOoe yHpaBlIeHHE MPEKpaIlaeT
skcmutyatanuio MC co qHs monydeHust yBeJOMIIEHHSI O PEKPAILEHNN IEHCTBHSI aTTecTaTra
COOTBETCTBHUSI, €CITU JIEUCTBUE aTTeCcTaTa COOTBETCTBHS paHee He ObLIO MPUOCTAHOBIICHO.

7.21. B cnmywyae yTpaThl aTTecTrara COOTBETCTBHsA [JIaBHOE yNpaBleHUE BIIPaBe
oOpaTUThCS B OpraH MO aTTECTallMu C 3asBJIEHMEM O BblJaye JyOJiMKaTa arrecrara
cooTBeTCcTBUs. JlyONIMKaT arrecrara COOTBETCTBUSI BBIIAETCS OPraHOM IO aTTECTALUU C
MOMETKOM «/JlyOJMKaT, OpUruHai aTTectaTra COOTBETCTBUS MPU3HAETCS HEIEUCTBYIOIIUM).

8. OBECIIEYEHUE 3AIIIUTHI THOPOPMAIIMHU B XOJE SKCIINIYATALIUU
ATTECTOBAHHON NTH®OPMAILIMOHHOM CUCTEMBI

8.1. Obecneuenne 3amuThl HHOOPMAITUU B X0JI€ IKCIUTyaTtanuu artectoBanHon VC
ocymiecTBisieTcss [J1aBHBIM = ympaBIE€HHEM B COOTBETCTBUM C OKCIUTyaTallMOHHOU
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nokymeHtaneii Ha C3M u opraHuM3allMOHHO-PACIIOPSAUTENBHBIMUA JIOKYMEHTaMH I10
3amuTe MHPOPMAIMK U B TOM YHCIIE BKIIOYACT:

— IJTAHUPOBAHKME U KOHTPOJIb MEPONPUATHIA 110 3amuTe nHpopmanmu B UC;

— IUTAHUPOBAHUE MEPOMNPUATUN IO MPOBEJICHHID BHYTPEHHHX IPOBEPOK pEKHUMA
00paboTku u 3anuTel [1J1H B ['1aBHOM ynipaBieHuu;

— aHanu3 yrpo3 6ezonacHocTy uHpopmanuu B IC;

— ynpasienue (aamuuHuctTpuporanue) C3U;

— BBISIBJICHHE MHIIMACHTOB U PEaripOBAHUE HA HUX;

— ynpasnenne koHpurypamueit UC u ee C3U;

— nuHdopmupoBanue u ooyuenue nepconana UC;

— KOHTPOJIb 32  Oo0ecrmedeHueM  YpOBHS  3AIUIIEHHOCTH  WH(GOpPMAIHH,
coaepxaieiics B UC.

8.2. B xozxe mnnaHupoBaHHUS MeponpusATHid 1o 3ammre uHpopmamuu B UC
OCYULIECTBIISIETCA:

— ONpeJIeJICHUE JIML, OTBETCTBEHHBIX 3a IJIAHUPOBAHHE UM KOHTPOJIb MEPOINPUATUN
o 3auute nHpopmauuu B UC;

— ONIPEJIEJICHUE JIUI, OTBETCTBEHHBIX 3a BBIABICHHE MHIUJICHTOB M PEarupoOBaHUE
Ha HUX;

— pa3paboTKa, YTBEpXKICHUE M aKTyalu3alus IUIaHa MEPONPHUATHHA IO 3allluTe
undopmaruu B UC;

— OIpElEJICHUE TOPSAKAa KOHTPOJS BBIIOJHEHWS MEPONPHUATHI 10 3alluTe
unpopmaruu B UC, npeycMOTPEHHBIX YTBEPKICHHBIM TUIAHOM.

[TnanupoBanne wmepornpusTuii mno 3ammre wuHbopmanmu B MC u  KOHTpObH
BBINIOJIHEHHUSI MEPONPUSITHI JTOJKHBI OCYIIECTBIATHCS B COOTBETCTBUU C TOPSIKOM
MJIaHUPOBAHMS Mepornpusatuid no 3ammre uHpopmanmu B MC T'maBHOro ympaBieHus U
KOHTPOJIS UX BBINOJHEHUS, pazpaboTaHHbIM B pamkax BHeApenus C3U1 UC.

8.3. B xoxe nmiuaHWpOBaHHS MEPOIPHUATHI MO MPOBENACHUIO BHYTPEHHUX MPOBEPOK
pexumMa 00padboTku u 3amuThl [1/{H B 'TaBHOM yIpaBJIeHUH OCYILECTBIISIETCS:

— ONpEeIeJIEHUE JIMIl, OTBETCTBEHHBIX 3a OCYILECTBJICHHE BHYTPEHHErO0 KOHTPOJI
cootBeTcTBUs 00paboTku [IJ]In B I'maBHOM ympaBieHuu TpeOOBaHUSIM, YCTAaHOBJICHHBIM
®enepanbHbiM 3aKOHOM OT 27 utofig 2006 r. Ne 152-D3 «O nepcoHaNbHBIX AaHHBIX» U
MPUHATBIMA B COOTBETCTBUM C HUIM HOPMAaTUBHBIMH IPABOBBIMU aKTaMU;

— YTBEPKJICHUE NpaBWJI OCYIIECTBIECHUS BHYTPEHHETO KOHTPOJSI COOTBETCTBUS
obpabotkn  IIJlH  TpeGoBanmsiM,  ycTaHOBIeHHbIM  DemepanbHBIM  3aKOHOM
oT 27 utonst 2006 r. Ne 152-@3  «O nepcoHanbHBIX  JaHHBIX» W  NOPUHATHIMA B
COOTBETCTBUM C HUM HOPMATUBHBIMU NPABOBBIMU aKTaMU;

— YTBEPKJICHUE Ha TUIAHMPYEMBIM nepuon (rod) Mpuka3zoM HadaidbHUKa ['1aBHOrO
VIOpaBJICHUS IJIaHA MPOBEACHUS BHYTPEHHUX NPOBEPOK pexuMa 0OpabOTKHM M 3alUTHI
I1/11 B 'maBHOM ynpaBiieHUM.

8.4. B xone ananuza yrpo3 6e3onacnoctu uadopmaiuu B MC ocymiecTBisercs:

— BBISIBJICHUE, aHANIN3 U ycTpaHeHue ys3sumocrten 1C;

— aHaJu3 U3MeHeHus yrpo3 6e3onacHoctu uHdopmanuu B UC;

— OILIGHKa BO3MOJKHBIX MOCJIEJCTBUI peaan3anuu yrpo3 0e30nacHOCTH HH(pOpMaLuu

B UC.
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[leproanyHOCTh MPOBENECHUSA YKAa3aHHBIX MEPOIPHUATHN HA IIAHUPYEMBIN MEPUOI
(rom) onpenensieTcs €XEeroJHbIM IUIAHOM MEPONPUATHI MO 3alIUTE HHPOPMALIHH.

8.5. B xone ynpasnenus (agxmMuauctpupoBanusi) C3U ocyuiecTBisitoTes:

— ONpeJieJIeHue JIUI, OTBETCTBEHHBIX 3a ympamieHue (aamuHuctpupoBanue) C3U
HGC;

— YIOpaBJICHHE YYETHBIMU 3anucsamMu mnodb3oBareneid MC wu nomnepxaHue B
aKTyaJIbHOM COCTOSIHMM MpaBUJ pazrpanndeHus nocryna B UC;

— yIpaBJIeHHE cpeAcTBaMU 3amuThl uHpopmanuu B UC;

— yIpaBJieHHEe OOHOBJICHUSIMU MPOTPAMMHBIX U MTPOrPAMMHO-AINIAPATHBIX CPENICTB,
B TOM YHCJIE€ CPEJICTB 3aIUTHI MH(OPMAIUH, C YYETOM 0COOCHHOCTEN (DYHKIITMOHUPOBAHUS
NG,

— neHTpanuzoBanHoe ynpasienue C3U NC (mpu HeoOX0AMMOCTH);

— MOHUTOPUHI W aHaJIU3 3aperucTpUpoBaHHbIX coObITui B HMC, CBsA3aHHBIX C
3amuTon nHpopmanuu (1anee — COObITUS 0€30MaCHOCTH);

— obecnieuenue pynkuuonupoBanusi C3U NC B xone ee sKCIuIyaTalluM, BKIIOYas
BEJICHUE OJKCIUTyaTallUOHHOM JOKYMEHTallud M OpraHU3alMOHHO-PACIOPSIUTENbHBIX
JOKYMEHTOB I10 3alUTe HH()OPMALIHH.

8.6. B xo/1e BBIABIICHUS MHINJEHTOB U pEarupOBaHMs HA HUX OCYLIECTBISAIOTCS:

— oOHapyXeHHue W WICHTU(UKALKA HWHIUACHTOB, B TOM YHCIE OTKa30B B
oOciykuBaHUM, cOO€B (mepe3arpy30k) B paboTe TEXHUYECKUX CPEACTB, MPOrPaMMHOTO
o0OecrieyeHrss U CPEICTB 3allluThl HMH(OpMAalMM, HApyLIEHUH MpaBWJl pa3rpaHUYCHUS
J0CTyTa, HEMPaBOMEPHBIX ACHCTBUI 1Mo cOopy MH(OpMALNU, BHEAPEHUN BPEIOHOCHBIX
KOMIIBIOTEPHBIX MPOrpaMM (BUPYCOB) U MHBIX COOBITHA, MPUBOISIINX K BO3SHUKHOBEHHIO
WHUUJEHTOB,;

— CBOeBpeMeHHOe HHpopMupoBaHue moJib3oBarensmMu MC u agMUHUCTpaTOpaMu
NC nui, OTBETCTBEHHBIX 3a BBIABICHHE WHIMJICHTOB W pEarupoBaHUE HAa HHUX, O
BO3HMKHOBEHHMHU MHIIMJACHTOB B UC;

— aHajlu3 MWHIMACHTOB, B TOM YHCIIE€ OIpPEACICHUEe HCTOYHUKOB M MPHUYMH
BO3HMKHOBEHUS MHLUJEHTOB, a TAK)KE OLIEHKA UX MOCIIEICTBHIA;

— IJJAHUPOBAHUE WU NPHUHATHE MEP IO YCTPAHEHUIO MHUUACHTOB, B TOM YHUCJE IO
BoccTaHoBieHHI0 IC u ee cerMeHTOB B cilydae O0TKa3a B 00CITyKMUBaHUU WM 11OCJIE COOEB,
YCTPAaHEHMIO MTOCJIEACTBUI HApYLIEHUs PABUJI pa3rpaHUYCHUs] JOCTyIa, HEPaBOMEPHBIX
aeicTBuil o cOopy MH(pOpMaly, BHEAPEHUS] BPEAOHOCHBIX KOMIBIOTEPHBIX MPOrpamMm
(BUpPYCOB) M UHBIX COOBITHH, MPUBOIALINX K BOSHUKHOBEHUIO HHLIUJICHTOB;

— IUJAHUPOBAHWE W  NOPHUHATHE MEp MO  NPEAOTBPALIEHUIO  MOBTOPHOTO
BO3HUKHOBEHUS MUHILIUJIEHTOB.

8.7. B xone ynpasnenus konpurypamueit UC u ee C3U ocymiecTBiasroTCs:

— ONpeJIeJICHUE JIMIl, KOTOPbIM pa3pelieHbl ACHCTBUS MO BHECEHUIO W3MEHEHUN B
koHpurypanuto UC u ee C3U, ux noaHomMouus;

— onpenenenue komnoHeHToB MC u ee C3U, nmomiexxammx U3MEHEHHUIO B paMKax
yropaBiieHus: KoHpurypamnueil (maeHTuguKanus 00ObeKTOB yIPaBICHUSI KOHPUTYypauen):
MpOrpaMMHO-aNMapaTHble, MPOrpaMMHBIE CPEJCTBA, BKJIOYAs CPEACTBA  3alUTHI
uH(pOpMallMi, UX HACTPOMKU U MPOrPAMMHBIN KOJ, SKCIUTyaTallMOHHAs JOKYMEHTalus,
uHTep(eiichl, Ppaitabpl 1 MHBIE KOMIOHEHTHI, OIJICKAINE U3MEHEHUIO U KOHTPOJIIO;

— ynpasienue u3menenusmMu VC u ee C3U: pa3paboTka mapameTpoB HAaCTPOMKH,
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o0ecneunBaOIIUX 3alUTy WHGOpMAaLWK, AaHaIW3 MOTEHIMAJIBHOTO BO3ACHCTBUS
IUTAHUPYEMBIX HM3MEHEHUH Ha 3aiuTy WHGOpMaIluu, CAaHKIMOHHUPOBAHUE BHECEHUS
m3menenuii B UC u ee C3U, nokymeHTUpOBaHUE NEHCTBUN MO BHECEHUIO U3MEHEHUI B
NC u coxpanenue TaHHbIX 00 u3MeHeHusax koHpurypauuu 1C;

— KOHTpPOJIb JecTBUM N0 BHeceHuto usmenenuii B UC u ee C3U.

8.8. B xone undopmuposanus u 00yuenus nepconana UC ocymectBisiercs:

— nundopmupoBanue nepconana MC o nosBieHnH akTyalbHBIX yIpo3 0€30MacHOCTH
uH(opmalmm, o mpaBuiax 6ezonacHoi sxcruryatanuu UC;

— noeaeHue o nepcoHana MC TpeboBaHuii mo 3ammre MHOpPMAIMU, a TakxkKe
MOJIOKEHUI OpraHn3allMOHHO-PACTIOPSIAUTENBHBIX IOKYMEHTOB 10 3alIUTe HHGOPMAIINH C
Y4€TOM BHECEHHBIX B HUX U3MECHECHUI;

— o0yuenue nepconana MC mpaBuiiaMm 3KCIUTyaTalldd OTIIEIbHBIX CPEACTB 3aIUTHI
uH(popmanuu;

— MIPOBEJICHUE NPAKTHUYECKUX 3aHATHM M TPEeHUpPOBOK ¢ mnepcoHanoM HKMC mno
OJIOKMPOBAHUIO YIPo3 O€30MacHOCTH UH(POPMAIIUY U PEarupOBaHUIO HA UHIUJICHTHI;

— KOHTpOJIb  ocBeioMiieHHOCTH TniepcoHaia MC o0 yrposzax ©Oe3omacHocTH
uHpopmanuu U ypoBHS 3HaHWi mnepcoHara MC mo Bompocam oOecrieueHus 3aiiuThl
uHdopmaIuu.

[leprogMYHOCTh MPOBENCHUS YKA3aHHBIX MEPONPUATHUNA Ha IUIAHUPYEMBIN MEpUOL
(ron) omnpenenseTcs eXXEeroJHbIM MIJIaHOM MEPONPUITUI MO 3aIUTE HHPOPMAIUH.

8.9. B xome xoHTpois 3a oOeclieyeHHEM YpPOBHS 3alIMIIEHHOCTH HWH(MOpMAINH,
coaepxariieiics B IC, ocyliecTBIsAIOTCS:

— KOHTpOJIb (aHaiM3) 3allUIIEHHOCTH HWHOOpPMAIMU C Y4eTOM OCOOCHHOCTEH
¢bynkunonuposanus UC;

—a”Hanm3 W oueHka ¢yHkuuonupopanuss NC u ee C3U, Bkiouas aHaiu3 "
YCTpaHEHHE YSA3BUMOCTEN U UHBIX HEAOCTATKOB B pyHKImoHupoBanuu C3U1 UC;

— TOKYMEHTUPOBAHKE MPOLEAYP U pPE3YJIbTaTOB KOHTPOJIA 32 00ECIIEYEHUEM YPOBHS
3alUIIeHHOCTH uHpopMaiuu, coaepxaiieiics B UC;

— [IPUHATUE PEIICHHs MO pe3yibTaTaM KOHTPOJs 3a O0eCrneYyeHUEM YpOBHS
3alMIIeHHOCTH wuHpopmaiuu, coaepxkameiics B MC, o HeoOXoauMOCTH J0pabOTKH
(monepum3anmn) ee C3H.

Meponpusatus 1O KOHTPOJIIO 3a 0OeCleYeHHeM YpOBHS  3allUIICHHOCTH
uHpopmaruu Ha arrectoBaHHON MC BKITIOUAIOTCS B €KETOMHBIN IJIAaH MEPONPUITHH TIO
3amuTe uHpopmaIuu.

Kontpons 3a oOecriedeHreM ypOBHS — 3alUIIEHHOCTH UH(OpManud Ha
arrecroBaHHo HMC mnpoBoautcs [7aBHBIM yIIPABIEHHEM CaMOCTOSITEJIBHO WIIH €
MPUBJICYCHUEM OpraHU3allii, UMEIOIIeH JTUIEH3UIO Ha OCYILECTBIECHUE ACSITEIBHOCTH 110
TEXHUYECKOH 3ammTe KoHpuaeHuuaibHon uHpopmanuu, BeigaHHyro @CTOK Poccun B
cooTBeTCTBUM C [lonoxkeHneM 0 JUIEH3UPOBAHUU AEATEIBHOCTH 10 TEXHUYECKON 3alluTe
KOH(HUIEHIIMATIbHON HH(OpMalMK, YTBEPKICHHBIM MocTaHoBIeHHEM [IpaBuTenbcTBa
Poccuiickoit @eneparuu ot 3 deBpans 2012 r. Ne 79.

[To pe3ynbraram KOHTPOJIS 32 0OECIIEUEHHEM YPOBHSI 3aIIMIIEHHOCTH MH(GOPMALIUH
Ha arrectoBaHHOM WMC odopmisieTcss mpOoTOKONA M BHOCHUTCS OTMETKAa B TEXHUYECKUN
nacniopT Ha MC. [IpoToKoIibI KOHTPOJIS 3aIUThl UH(POPMALIMKA HAa aTTECTOBAHHOM OOBEKTE
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uHpOpMaTU3allud HE peXe OJHOTO paza B JBa roja NPEACTaBISIIOTCS [ JIaBHBIM
ynpasiearneM Bo ®CTIK Poccun (Teppuropuansusiii opran @CTIK Poccun).

HenpencraBienne mOpOTOKOIOB KOHTpois 3amuThl uHpopmanuu Bo DCTOK
Poccun (teppuropuanesueiii opran  @CTOK Poccun) sBisercss OCHOBaHHMEM s
IPUOCTAHOBJIEHUA IEUCTBUSA arTecTaTa coorBeTcTBUs Ha UC.

8.10. B ciywae pasButus (monepHuzauuu) HMC, B Xo0Je KOTOPOro HU3MEHEHa
KoH(purypauus (mapameTpbl HACTPOMKH) MPOTrPaMMHBIX, MPOTPAMMHO-TEXHUYECKUX
CPEICTB W CPEICTB 3alIUThl MHMOPMALMU, HCKIIOYEHBI MPOrpaMMHBIE, MPOrpaMMHO-
TEXHUYECKUE CPENICTBA M CPEJICTBA 3aIUTHI MH(MOpPMAIUU, JOMOJHUTEIBHO BKIIOYEHBI
AHAJIOTUYHBIE CpPEJICTBA WM 3aMEHEHbl HA AaHAJOTUYHBIE CPEICTBA, IPOBOASTCS
JOTOJTHUTENbHBIE ATTECTAMOHHBIE UCTIBITAHUS OPTaHOM IO ATTECTALlMA B COOTBETCTBHUHU C
[Topsimkom opraHu3alviy U MPoBeICHUS PadOT MO aTTeCTalluu 00BEKTOB HHPOPMATH3AIIUU
Ha COOTBETCTBHE TpeOOBaHUAM O 3alIUTe HUH(POPMALMH OTPAHUYEHHOTO JOCTYMa, HE
COCTAaBIIIOLIEN TOCYIAPCTBEHHYIO TaWHy, yTBepx)IAeHHbIM npukazom GCTIOK Poccum
ot 29 ampenst 2021 r. Ne77. Cpemenuss 00 wu3MeHeHusx arrectopanHod UWC wu
MPOBEICHHBIX IPU 3TOM AaTTECTAIMOHHBIX HCIBITAHUAX BKJIIOYAKOTCS | JIaBHBIM
yIOpPaBJICHHEM B TEXHUYECKMH macrnopr. JlelicTBue aTrecrara COOTBETCTBUS HE
IIPEKPAIIAETCS.

8.11. B cnyuae pazButusa (monepuuzanmu) WC, mpuBoAsIIero K MOBBIIICHUIO
KJlacca 3alUIIEeHHOCTH (YpOBHS 3alllUIIEHHOCTH, kaTteropuu 3HaunMoct) MC u (unm)
m3MeHeHnto apxutektypsl C3M C B yacTu U3MeHEHUs BUJOB M THUIOB MPOrPAMMHBIX,
IPOrPaMMHO-TEXHUYECKUX CpPEACTB W CPEACTB 3alUThl HHPOpMAIMH, W3MEHEHUS
ctpyktypel C3U, coctaBa M MeCT pacmnojoXeHusi o0beKkTa MH(POpMATHU3ALUU U €ro
KOMIIOHEHTOB, MPOBOJUTCA TOBTOpHAs aTTecTaluss B cooTBeTcTBUU ¢ llopsnkom
OpraHu3allid U TMpPOBEJIEeHUS pabOT MO arrecTaluu OO0BEKTOB HHGOpMATHU3AIMU Ha
COOTBETCTBHE TpPEOOBAaHUSAM O 3allUTe WHGOPMAIMU OrpaHUYEHHOrO JIOCTYyINa, HE
COCTAaBIIIOLIEN TOCYNAPCTBEHHYIO TalHy, yTBepxkAeHHbIM npukazom PCTIOK Poccum
ot 29 ampens 2021 1. Ne 77.

9. OBECIIEYEHUE 3AIIIUTHBI UH®OPMAIIMH IT1PU BBIBO/IE U3
SKCILJTYATAIIUA ATTECTOBAHHON HH®OPMAIIMOHHON CUCTEMBI
NJIN ITOCJIE ITPUHATHUSA PEIHEHUSA Ob OKOHYAHUU OBPABOTKH
NHPOPMALIMN

9.1. OGecnieyenne 3amuThl WHOOpPMAIMU TIPU  BBIBOJAE U3  IKCIUTyaTallH
arrectoBanHoi WMC wim mocne mTpuHATHS perieHuss 00 OKOHYaHUU o0paboTKu
uHpopmManuu  ocyuiecTBisieTcss [ JTaBHBIM  yNpaBlieHUEM B COOTBETCTBUU  C
AKCILTyaTallMOHHOM nokymeHTanuer Ha C3UM u opraHuM3alMOHHO-PACIOPSAUTEIIbHBIMU
JOKYMEHTaMHU 110 3alluTe UHPOPMAIIMU U B TOM YKCIIE BKIIIOYAET:

— apxuBUpOBaHKHE HHPopMauu, conepxatueiics B UC;

— YHUYTOXEHUE (CTUpaHUE) AaHHBIX U OCTATOYHOW HH(GOPMAIMK C MAIIUHHBIX
HOocHUTeNel nHpopMauu U (WIM) YHUYTOXKEHHE MAIIMHHBIX HOCUTEJIEH HHPOPMALIUH.

9.2. ApxuBupoBanue uHpopmaiuu, coaepxaiieics B UC, 10MKHO OCYIIECTBIATHCS
npu HEOOXOAWMOCTH JajbHEHILEro HCHOJIb30BaHUS HWH(MOpPMALMU B JIE€ATEIBHOCTH
I'maBHOTO ynipaBsieHus.
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9.3. YHuuTOXKeHue (CTUpaHUE) JAAHHBIX M OCTATOYHOW MH(POPMAIMH C MAIIMHHBIX
HOcHUTEeNeH WHGPOpPMAIMU MPOU3BOIUTCS MpPH HEOOXOAMMOCTH TMEperaddl MAIIMHHOTO
HOocUTeNs uHpOpMaIK JpyroMy mnosb3oBarento C uian B CTOpOHHHE OpraHU3alluu JIs
PEMOHTa, TEXHUYECKOTO 00CTYKUBaHHS WM JallbHEHIIero yunuroxxenus. [Ipu BeiBose u3
OKCIUTyaTallul MAIIMHHBIX HOCUTeNeH HHQOpMalnuu, Ha KOTOPBIX OCYIIECTBISUIUCH
XpaHeHne U 00paboTka WHPOPMAIMU, OCYIIECTBIIETCS (PU3HMUECKOE YHUYTOKEHHE ITUX
MAaIIMHHBIX HOCUTENEH HH(pOpMaIUH.



JIMCT O3HAKOMJIEHUA
¢ [oJi0:keHHEM O OPraHU3alMU M MPOBEIEeHUI0 PadoT 10 00ecneYeHn 0
0e30macHOCTH 3a1uIaeMoi nHGopMaluK, He COAepKALIEeH CBEACHUS,
COCTABJIAKOIINE FOCYIaPCTBEHHYI0 TaliHy, IPpH ee 00padoTKe B MH(POPMALUOHHBIX
cucremax I's1aBHoro ynpasjieHusi roccrpoiitexnaazopa CmoJsieHCKoi# 001acTH

Ne ni/m DdUO HoJxkHOCTH Hara ITopnuce




